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léanosa O.M. Mogeni Ta MeTOAM TIOPUTHOTO MACKyBaHHSA HaHHUX Y
polieci MOHITOpUHTY nporpaMHoro koay FPGA-komnoHeHTIB iHhopMalliitHux
cucteM. — KBamidikariiitna HaykoBa Tpaiisi Ha MpaBax PyKOIHCY.

Hucepraiisi Ha 3100yTTS HAyKOBOTO CTyIEHS MOKTOpa dimocodii 3a
cnemianpHicTIO 122 — «Komm’torepHi Hayku». — HarioHansHuM yHIBEpCUTET
«Onechka noJiTexHikay MiHicTepcTBa OCBITH 1 Hayku YKpainm, Oneca, 2026.

Y Berymi OOTpYHTOBAHO aKTyaldbHICTh Ta JOIIBHICTH JUCEPTAIIHHOIO
JOCITIJIPKEHHST; TIOKa3aHO 3B’sI30K pOOOTH 3 HAYKOBUMH IporpamMamu, IJIaHaMH,
Temamu; cOopMyIIbOBAaHO METy Ta 3ajadi JOCIiKEHHS, HAyKOBY HOBH3HY Ta
MpaKTUYHE 3HAYCHHS  OJIEP)KAHMX  pe3yJIbTaTiB; BHU3HAYECHO  METOJAU
JOCHIKCHHS; 3a3Ha4€HO OCOOMCTHI BHECOK 3700yBaua, HaBEACHO JaHI IPO
ampoOailito pe3yJbTaTiB JUCEPTALIMHUX JOCTIIKEHB Ta My OJTiKaIlii.

B nepmomy po3aiji nmpoBeseHO aHai3 ICHYHOYHMX ITIXO/IB, METOAIB Ta
3ac00iB 3a0e3MeYeHHs MOHITOPUHTY mporpaMHoro koay FPGA-koMmoHeHTiB
iHopmMmariiaux cucreMm. BuzHaueno miciie FPGA cepen cy4acHUX mporpamHO-
KEpOBaHUX KOMIIOHEHTIB KOMIT I0TEpHUX 1H(DopMaliiiaux cuctem. Ilokazano, 1o
FPGA BHUKOpPUCTOBYIOTHCS NEPEBAKHO Y CKJIAJll BUCOKOMPOAYKTUBHUX CHCTEM,
0 OOYMOBJIEHO MPHJIATHICTIO CTPYKTYpPH IMX KOMIIOHEHTIB JJIi TPUPOIHBOT
oprasizaiii napajieabHux oO0uncieHb. Lle Takok 3HAUHOI MIPOIO0 € MOTHBALIIEIO
no BukopuctanHs FPGA B ckmaml komm lOTepHUX 1HOOpPMAIIMHUX CHUCTEM
KPUTHUYHOTO 3aCTOCYBaHHSI.

IIpoBeneHo aHami3 IHIMICHTIB OCTaHHIX POKIB, TIOB’SI3aHUX 31
nectabumi3aliel0o  poOOTH  TEXHIYHHMX  O0’€KTIB  MIABHUILEHOTO  PHU3HUKY.
BceranoBieHo, 10 Hal3HAYHIMIMM YMHHUKOM 300iB B POOOTI KPUTUYHO
BOKIMBAX KOMIT'IOTEPHUX CHCTEM € 3JIOBMHCHE BTPyYaHHSI B IX
dbyHKIIOHyBaHHA. BUKOHAHO aHai3 METOIB Ta 3aCO0IB MPOTU/IIT BTPYUYAHHIO B
¢bynkuionyBanHa FPGA-koMmmnoHeHTiB iHGopMauiiHux cucteMm. IlokazaHo, 110

OJTHUM 3 Hae(PEKTUBHIMIMX MIAXOJIB 0 MPOTHUIIl BTPYUYAHHIO € ONEpPATHBHUI
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MOHITOPUHT CTaHy TMPOTPAMHOTO KOAY IIMX KOMIIOHEHTIB. BukoHaHHS
MOHITOPUHTY TOTpeOye (QOpMyBaHHS KOHTPOJIBHHX JAaHUX B MOMEHT
MIJTOTOBKH MPOTPaMHOr0 KOJy MOHITOPUHTY, Ta iX 30€piraHHs 3 METOIO
BUKOPUCTAHHS TIIiJl Yac BHKOHAHHSI akTiB MoHIiTopuHTY. [lokazano, 1m0
OCHOBHHM CIIOCOOOM 00XOTy MOHITOPUHTY MPOTPAMHOTO KOAY ISl 3[1HCHEHHS
BTpy4YaHHs € ¢anbcudikailis KOHTPOJBHUX JaHUX, sKa HaidacTime
peami3yeTbcsl B 1HCAWAEpCHKUI CIrociO 3cepeauHu opraizarii. HanGimbmm
CYTT€BUMH (haKTOpaMu, siKi 0OYMOBIIOIOTh MOXKJIMBICTh BTPYUYaHHS BU3HAYEHO
crnoci0 Ti Miclie 30epiraHHsl KOHTPOJIbHUX TaHUX MOHITOPUHTY.

PosrisinyTo icHyr0u1 miaxoau 10 30epiraHHsi KOHTPOJIBHUX JAHUX CUCTEM
MOHITOPUHTY MPOTPAMHOTO KOy. BcTaHOBIIEHO, IO MIAXO0IH, SIKI OCHOBaHI Ha
30epeKeHHl KOHTPOJBHUX JaHUX pa3oM 3 IHQOpMaUIMHUM 00’ €KTOM
porpaMHOro Koay B (aiaoBoi cucremi abo mam’sarti, abo sKki 0a3yrThCS Ha
NPUEIHAHHI KOHTPOJIBHMX AaHUX 10 1H(POpMaliitHOro 00’€KTa MPOrpamMHOro
KOy 1 30epiraHHi iX B SIKOCTI HMOro YacCTHHM, MAlOTh HACTYIIHI HEIOJIKH:
OYEBHUJIHICTh (HaKTy BUKOHAHHS MOHITOPUHTY; JIOCTYNHICTh €TaJOHHHX
KOHTPOJIbHUX JAaHUX ISl 34YMTYBaHHS, aHAII3y Ta MOXJIMBOI (panbcudikarii.
[Tizxoau, B MeXaxX SIKMX KOHTPOJIbHI AaH1 30€piraroThes B IIEHTPAIi30BaHii 0a3i
JTAHUX Ta OTPUMYIOTHCSA 3 HEl B MOMEHT BHKOHAHHS IMPOIIEIypPH MOHITOPUHTY
MOB’s13aH1 3 POOJEMOI0 OpraHizalii JOCTymy 10 1i€i 0a3u JaHUX; CKJIAIHICTIO
3axucTy ©0a3W JaHuUX BIJ BHUTOKIB Ta HE 3MEHIIYIOTh MOKIIUBICTh
1HCalIepPCHKOTO BTPYyYaHHS.

HasBHi migxoau 10 30epiraHHsi KOHTPOJBHUX JaHUX, 110 0a3ylOThCs Ha
CTeraHorpaiyHuX METO/Jax, MAIOTh MEpPEBary, siki MOJIATal0Th Y MPUXOBYBaHHI
KOHTPOJIbHUX JaHUX Ta (PaKTy BUKOHAHHS MOHITOPUHTIY, a TAKOXK 3a0€3Me4yI0Th
YTBOPEHHSI €IMHOTO MUIOTO MDK 00’€KTOM MpPOTPaMHOTO KOJy Ta
KOHTPOJIBHUMH AaHUMHU. Taki MOMJIMBOCTI 3a3HA4YCHUX MIIXOJIB 3a0e3MeueHi
CKBIBAJICHTHUMHU TIEPETBOPEHHSIMHU TIporpaMHoro koay. OJHaK Il MIIXOAH
MalOTh 1 HEJOJIKH, Kl TOJATaloTh y BIHOCHO MaJIOMy JTOCTYITHOMY OOCs3i

JIAaHUX, SIK1 MO>KHA 30eperTu B creraHorpadiuyHuii crnocio.
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CnpoOu 30UIBIIMTH 1€ O0CAT B MEXKaX HasBHUX CTeraHorpadiuyHux
MITXO/IB CTUKAETHCS 3 NpOomupivysm MK TAM (DaKTOM, IO MPOTPaMHUN KO
FPGA sBisie cobor0 TOYHI JAaHi, CIIOTBOPEHHS SKUX HE € MOXJIMBUM Ta
HEMOXJIUBICTIO  3a0€3MEeYeHHs]  JOCTaTHbOrO JUIsl  3ajJad  [PUXOBAHOTO
MOHITOPUHTY 00cAry 30epiraHHs JaHUX 3a pPaxyHOK CKBIBJICHTHHX
nepeTBOpeHb nporpamuoro koay FPGA.

3 ypaxyBaHHSM 3a3Ha4€HUX (PAKTOPIB BUKOHAHO OOTPYHTYBaHHS
HANPSIMKY JOCHIJIKEHb, HAMPABJICHOTO0 HA 30UIBIICHHS JOCTYITHOTO O0CSTY JUIs
3aMaCKOBAHOTO 30€piraHHs KOHTPOJIBHUX JaHUX B IMPOLECI MPUXOBAHOTO
MOHITOpUHTY  mporpamHoro koay FPGA-KOMIOHEHTIB  KOMIT FOTEPHUX
1H(OpMaIIHHUX CHUCTEM IUIIXOM PO3POOKHU MojieNiel Ta METOJIB TiOpUIHOTO
cTeraHorpadiqHoro 30epiraHHs WX JaHUX IO JAa€ 3MOTY po3ipeamu 6KA3aHe
npomupiyys. B pe3ynbrari  OOTpyHTYBaHHS  HAIpPSMKY  JOCIIJ’KEHb
chopMyJIbOBAHO METY Ta BUZHAUYEHO 3aJ1a4l JUCEPTAIlii.

Y napyromy po3aijii chopMyIbOBaHO TBEPKEHHS, MPO T€, IO MpHU
peamzariii HabkeHoi 00pooku nqanux Ha FPGA-koMoneHTax, 1151 HaOIMKEeHICTh
NEPEHOCUTHCS HAa TOYHO MoAaHWN nporpamMHuid Ko FPGA-KOMIIOHEHTIB.
HacmigkoM 1bOro € MOXIMBICTH 3aMacKOBaHOTO  CTEraHorpagpiqyHoro
BOy/JIOBYBaHHS B HEEKBIBAJICHTHMA cmoci®0 (momibHe g0 TOro, 1o
BUKOPUCTOBYETHCS CTOCOBHO 1H(QOpPMAIIMHUX KOHTEHHEPIB 3 HAOIUKEHO
MOTAHMMH €JICMEHTAPHUMHU OAMHHIIMHU) AOJATKOBUX JaHUX B TOYHO TIOJIaHUN
1H(popMaIiiiHuil KoHTelHep, sskuM € nporpamanii koa FPGA-komnonenTis. Lle
TBEpKCHHS Ha0yI0 (opMaiizaliii y BUTIISAII MOJIeTIeH, SIK1 BUAUISIOTH 1B BUJIH
HAJUTUIIIKOBUX PECYPCIB y ckiaai mporpamuoro koay FPGA, mo MoxyTs OyTH
BUKOPHUCTAHI 31 METOK 3aMacKOBAHOTO 30€piraHHs JaHUX: a) HECYTTEBI OJIOKH
LUT B crpykrypi Tux ocepeakiB FPGA-kOMNOHEHTIB, sIKIi BUKOHYIOTH
HaOmDKeHy 00poOKy maHuX; 0) HECYTTEBI PO3PSAN MPOTrPaAMHOTO KOAy OJIOKIB
LUT npu BUKOHAHHI HAOJIMKEHOT1 0OPOOKHU TaHUX.

JIna 6u3HAUEHHA MHOMCUHU HAOTUUWIKOGUX IH(OpMauilinux pecypcie
npozpamnozo kody FPGA, sixi BUHUKAIOTh B MPOIECl BUKOHAHHS HAOIUKEHUX

O00YHUCIIeHb, TA MOXKYTh OyTH BUKOPHUCTaHI JJig cTeraHorpadigHoro 30epiranHs
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KOHTPOJIbHUX JAaHUX, PO3POOIEHO MOJENb 3aMACKOBAHOTO 30€piraHHs JaHHUX B
cepenoBuili mporpamHoro koxy FPGA-xoMmoHEHTIB, sKa ocHosana Ha
BUKOPHCTAaHHI HEEKBIBAJICHTHUX IMEpeTBOpeHb mporpamHoro koxy FPGA ma
8paxosye OCOOJUBOCTI BUKOHAHHS HaOIMKEHUX apu(PMETHYHUX orepalii B
cepenouil FPGA.

ExcniepuMeHTanbHe  JOCHIJKEHHS,  MPOBEJEHE B  CEPEIOBHUII
pPO3pOOJIEHOTO0 TMPOTPAMHOTO 3a0E3MEUYEHHS, SKE pealli3y€e 3amporOHOBaHY
MOJIe/Ib, MIATBEPANUIO HAABHICTh HAUIMIIKOBUX 1HGOPMAIIMHUX PECYpCiB
nporpamioro koay FPGA, a Takox 103BOJNHIIO iX JIOKAJIi3yBaTU Ta OIIHUTH iX
YacTKy B 3arajbHOMY 00cs31 nporpaMHoro kogay 0nokiB LUT FPGA-npoekTis.
3a pesynbTaTaMH EKCHEPUMEHTIB OTPUMAHO BEPXHIO OIIHKY KIUIBKOCTI
HecyTTeBUX OJ10KIB LUT st mpoekTiB, 1110 OyJiM BUKOPUCTaHI B €KCIIEPUMEHTI,
B niama3oHi 39.35 % ...42.52 % Ta HWXKHIO OLIHKY KUIBKOCTI 3a3Hay€HUX
6s10kiB B mianaszoHi 16.67 % ... 29.91 % Bin 3aranbHoi kiibkocTi OsiokiB LUT B
poeKTi. ExcriepuMeHTaIbHO OTPUMAHO OLIHKY YaCTKM HECYTTEBUX pPO3PAJIIB
nporpamaux kojiB 61okiB LUT as o6uucaioBadiB, 1110 BUKOHYIOTh HAOIHKEHY
o0OpoOKy  JaHuX, fKa CKJIajda Uil  eKCIEPUMEHTAIbHUX  IMPOEKTIB
16.8 % ... 26.3 % Bix CyKYIHOiI KUIBKOCTI PO3psIAiB MPOrpaMHUX KOAIB OJIOKIB
LUT y BianoBinaux FPGA-npoekrax.

Cdopmynvosano nepwiuit nynkm HAYKOBOI HOBU3HU: 6nepuie
pO3p00JICHO MOJIeNIb  3aMAaCKOBAHOTO 30€piraHHs JaHUX B CEPEAOBUIII
nporpamHoro koay FPGA-koMNoOHEHTIB, sKka oOcHoéama Ha BUKOPUCTaHHI
HEEKBIBAJICHTHUX IMEpeTBOpeHb mporpamHoro koay FPGA ma epaxosye
0COOJIMBOCTI BUKOHAHHS HAOMMKEHUX apu(PMETHUIHHUX OTEpaIliii B CepeIOBHIIII
FPGA, wo 00360715€¢ BU3HAYUTU MHOXXHUHY HQJIMIIKOBUX 1H(GOpMAaIITHUX
pecypciB, siKi BUHMKAIOTh B MPOIECI BUKOHAHHS TaKUX OOUYUCIICHb, Ta MOXYTh
OyTH BUKOPHUCTaHI JUIsl PUXOBAHOTO 30€piraHHs KOHTPOJIbHUX JaHUX.

Jna 30inbwenna 006cazy, 00Cmynnoz20 0711 NPUXOGAHO20 30epicaHHs
dodamkosux Ooanux B cepenoBuil mporpamHoro kogy FPGA-koMmoHeHTiB Ta

HEOOXITHOTO B 3ajadyaX MOHITOPHUHTY XapaKTEPUCTHUK OE3MEeKH MPOrpamMHOTrO
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koxy FPGA, po3po6ieHo MeToT HeeKBiBaJICHTHOTO 3aMaCKOBAHOTO 30€piraHHs
JaHUX B CepeloBHIl mnporpamMHOro koay FPGA-KOMIOHEHTIB, —sAKul
xapaxmepuzyemspcsi BAKOPUCTAHHSAM HAJUTMIIKOBOCTI MporpaMHoro koay FPGA,
sIKa BUHMKA€E MPU BUKOHAHHI HaOIM>KEHO1 0OpOOKH TaHUX.

Bukonano ekcrepuMeHTaJIbHE AOCTIHKEHHS (DYHKIIOHYBaHHS peaizarii
3allpONOHOBAaHOr0 Metoay. JlogaTkoBUM OOCST JUIsi 3aMacKOBaHOTO 30epiraHHs
JMaHuX, 3a0e3MeveHUi 3alpolOHOBAHMM METOJOM CKJAB Jii BHUIUICHOTO
HAJUIUIIIKOBOTO CTEraHorpagpiyHOro pecypcy MNpPOTrpaMHUX KOJIB HECYTTEBUX
omokiB LUT B excnepumentanbHux FPGA-mpoekTax 3a BEpXHBOIO OI[IHKOIO:
Bil 12 mo 145 OiT nmpu BUKOPUCTAHHI 3 METOIO 3aMAaCKOBAHOTO 30€peKCHHS
JAHUX TUIBKU OJTHOTO PO3PsIy MporpamMHoro koay HecytreBux OiokiB LUT Ta
Bil 192 no 2320 OIT mpu BUKOPUCTAHHI BCIX PO3PSAIB MPOTrpaMHOr0O KOIY
3a3HaYCHMX OJIOKIB, Ta 3a HIDKHBOIO OIHKOW Bigx 5 g0 102 6iT npwm
BUKOPUCTaHHI OJTHOTO po3psAny nporpamHoro koay OmokiB LUT Ta Big 80 mo
1632 OiT mpu BUKOPHUCTAHHI BCIX PO3PSAIB MPOrPaMHOr0 KOy 3a3HAYEHHX
omokiB. [ns excnepumeHTanbHuX FPGA-Tpo€KTIB KUIBKICTh HECYTTEBUX
po3psiaiB nporpamHoro koay 6sokiB LUT cknana Big 89 mo 690.

3anponoHOBaHl Ta EKCIEPUMEHTAIBHO JOCIIKEHHI B JTAHOMY PO3IiTi
aycepTanii  Ha/UIMINKOBI  1H(GOpPMAIIHHI  pecypcHd JOJarTh 10 OOCSTIB
NPUXOBAHOTO 30epiraHHs NaHux B mnporpamHomMy koni FPGA, 3a0e3neueHux
BIJIOMMMH METOJIaMH, JOJATKOBI 0OCATH JIs 30epiraHHs KOHTPOJIBHUX JaHUX,
o0 Ja€ 3MOTy 30epekeHHS KOHTPOJBbHHUX JaHUX OUIbIIOiI KIIbKOCTI BHUJIIB
OMEPATUBHOIO MOHITOPUHTY Ta J0JIa€ BaplaTUBHOCTI Y BUOOPI PO3MIPY BUXOIY
xen-pyHKITi#, BUKOPUCTOBYBAHUX JJIsl OTPUMAHHS KOHTPOJIbHUX JTAHHX.

Cohopmynvosano opyzuii nynkm HAyKoeoi HOBU3HU: enepuie PO3POOIICHO
METOJI HEEKBIBaJICHTHOI'O 3aMacKOBAHOTO 30€piraHHs JaHWX B CEPEIIOBHIII
IIPOIPaMHOI0 KOy FPGA-xoMIIOHEHTIB, wo Xapakxmepuzyemucsi
BUKOPHCTAaHHSM HaJUIMIIKOBOCTI TporpamHoro koay FPGA, ska BuHWKae mpu

BUKOHAHHI HAOJMDKEHUX apu(PMETUIHUX OMeparlid, wo 00360/5¢ 301TBITUTH
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00cCsT, TOCTYIHUI IJIsl MPUXOBAHOTO 30€piraHHs KOHTPOJIbHUX JAaHUX B 3aJa4ax
MOHITOPHHTY XapaKTepUCTHK Oe3neku mporpamuoro koay FPGA.

B Tperbomy po3aiai nucepraiiii 3ariporoHOBaHO MIAXOAH A0 T1OPHIHOTO
3aMaCKOBaHOTO 30epiraHHs JaHuX B nporpamHomMy koai FPGA, ski moenHyoTh
€KBIBAJICHTHI Ta HEEKBIBAICHTHI IMEPETBOPEHHS MPOTPaAaMHOTO KOAY JUIs
BOY/ZIOBYBaHHS JIJaHUX, & TaKOX Jal0Th MOXJIUBICTh 3aCTOCYBAHHS BIJHOBHOL
o0¢dyckartii B mporieci BOy0BYBaHHS JTOJAaTKOBUX JTaHUX B MTPOTPaMHUMN KOJI.

Jna 30invuwenna 006ca2y KOHMPOJIAbHUX OAHUX, AKI MOXCymb Oymu
npuxoeano 60yooeanumu 6 npocpamuuil k00 FPGA, Hne 30inbuyrouu
30amMHICMb MPAOUYITTHUX MEemOO0i8 CMe20ananizy 00 6UABIECHHA UUX OAHUX 6
nPoZPaAMHOMY KOOI, pO3pOOJICHO METOJ] T1IOpHUIHOTO 3aMacKOBaHOTO 30epiraHHs
KOHTPOJIBHUX JaHUX B cepeAoBulll mnporpamHoro koxy FPGA, saxuii
8IOpI3HAEMbCSL TIOETHAHHSIM €KBIBAJICHTHOTO Ta HEEKBIBAJICHTHOTO ITIIXOMIB J0
nepeTBopeHHs mporpamHoro koay FPGA, a TakoX mNOeAHaAHHSAM IPOIIECIB
creraHorpadiqyHoro BOy0ByBaHHS Ta BIAHOBHOI 00 ycKaIlii JaHuX.

['iOpuaHiCTH METOTY, MOJISATAE B IBOX BUJaX KOMOIHYBAaHHSI BJIACTUBOCTEH
BIJIOMOTO €KBIBJICHTHOI'O MIiAXOAY Ta, 3alpONOHOBAHOIO B JaHiil poOoTi,
HEEKBIBAJICHTHOTO IMiIX0/y JI0 3aMacKOBAHOTO 30epiraHHsl KOHTPOJIbHUX JaHUX
B niporpamHomy kojit FPGA:

1) koMOIHyBaHHS cTeraHorpapiyHux pecypciB, 3a0e3ne4YeHnx
CKBIBAJICHTHUMHU Ta HEEKBIBAJCHTHUMHU TMEPETBOPEHHSMU MPOTPAMHOTO KOIY
FPGA, niis gocsirHeHHs OTP1IOHOTO 00CATY JaHUX B CEPEIOBUIII TPOTrPaMHOIO
KOy Ta TMOCIIJOBHOMY BHJUIEHHI LHMX PECypciB I MiHIMI3amii
OO0YHCITIOBAJIBHOT CKJIAJTHOCTI iX 3aCTOCYBaHHS;

2) KOMOIHyBaHHS CTeraHorpagiqyHoro BOyAOBYBaHHS (3 BUKOPHUCTAHHAM
000X miaxo/iB) maHuxX B mporpamuuii kojg FPGA Ta 3BopoTHOI (BiZHOBHOT)
o0dyckamii nporpamuoro koay FPGA, 06a3oBaHOoi Ha MoOjenl €KBIBaJIGHTHHUX
MEPETBOPEHb, Ta TPHU3HAYCHOI I YCKJIQJHCHHS CTErOaHaji3y 1 BUSBIICHHS

MPUXOBAHUX B IMIPOTPAMHOMY KOJII JaHUX.
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Bukonano excriepuMeHTaIbHEe JOCHIKEHHS €PEeKTUBHOCTI po3p00OJIEeHOTO
TiOpUIHOTO METOY JUTSl 3a/1a4 MPUXOBAHOTO 30epiraHHs KOHTPOJIbHUX JaHUX B
mporeci  MoHiTOpuHTY  mporpamHoro koay FPGA-kommonentiB. s
excriepuMeHTanbHuX FPGA  mnpoekTiB  30UIbLIEHHS 0O0CITY TOTEHIIITHO
JOCTYITHUX JIOJAATKOBUX JaHUX 3a PAXyHOK BUKOPHCTAHHS HAAJUIIKOBUX
iHpopMalliiiHuX pecypciB HecyTTeBuX 00kiB LUT mpu 3acTocyBaHHI HIBUAKOTO
criocoOy Jjokamizaii nux 0yokiB ckiano Bix 7,1% no 40,8% Ta B cepeaHbOMY
22,6%, a mpu 3acTocyBaHHI ©0a30BOro CHocoOy JIOKamizaiii 3a3HaycHe
301UTBITIEHHS CKJ1ai10 Bix 9,2% mo 73,4% ta B cepenabomy 34,0%.

30uIblIEHHA OO0CATY MOTEHI[IHHO JOCTYNHUX JOJAaTKOBUX JaHHX 3a
PaxyHOK BUKOPHUCTaHHS KpIM IIbOIO TaKOX HAJJIUIIKOBUX 1H(OpMAIiHHUX
pecypciB HeCcyTTeBUX po3psamiB cyTTeBux OjokiB LUT mnpu 3acrocyBaHHI
HIBUJIKOTO criocoOy Jiokamizarii 1ux 0yo0kiB ckiano Bix 31,7% mo 138,9% Tta B
cepeaabomMy 93,7%. Ilpu 3actocyBaHHI 0a30BOro CrocoOy JoKasizallii
3a3HauveHe 301IbIIeHHs ckiano Bijx 33,8% 10 157,9% ta B cepenabomy 105,1%.

BukoHaHO ekcriepuMeHTaNbHY OIIHKY MMOBIPHOCTI BUSIBJICHHS B1JIOMUMU
METOJaMH Ta 3ac00aMU CTErOaHaII3y HassBHOCTI IaHUX, IPUXOBAHO BOYIOBaHUX
B nporpamuuii kox FPGA, 3anponoHoBaHuM riOpuaHuM MeToaoM. OIiHka
HMOBIPHOCTI HAsSBHOCTI JOAATKOBHMX JaHUX IPH iX BOYJAOBYBaHHI TiOpHUIHUM
MeToJ0M 0Oe3 BUKOHAHHS e€Tamy BITHOBHOI oOQyckarlii 30UIbIIyEThCS B
cepeaHbomy Ha 2,31%, MOPIBHSHO 3 3aCTOCYBAHHSIM €KBIBAJICHTHOTO MiJIXOMdY,
Ta 3MEHILYEThCS Ha 6,43% B pa3i BUKOHAHHS BIJHOBHOI 00(ycKaliii.

Coopmynvosano mpemiii nyHKkm HAyKo80oi HOBU3HU. enepuie
po3po0JICHO MeToA TiIOpUAHOTO 3aMacKOBaHOTO 30epiraHHA JaHUX B
cepenoBunll mnporpamHoro koxy FPGA, skuii 6idpiznsembcsa TOETHAHHSIM
CKBIBAJICHTHOT'O Ta HEEKBIBAJICHTHOTO ITAXOIB A0 IEPETBOPSHHS IIPOTrPaAaMHOIO
kony FPGA, a Takox moegHaHHSM MPOIIeCiB cTeraHorpadiyHOro BOYI0BYBaHHS
Ta BIJHOBHOI 00(dycKallli 1aHuX, o 00360.i5€ 301IBITUTH 00CSIT KOHTPOJIBHUX
JAHUX, K1 MOKYTh OyTH MPUXOBaHO BOyJOBaHMMHU B nporpamHuii koj FPGA,
HEe 30UTBIIYIOYN MPHU IIHOMY 37aTHICTh TPAIUINIHHUX METOMAIB CTETrOaHami3y 0

BUSIBJICHHS IIX JJAHUX B MPOTPAMHOMY KO/II.
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Jlna eeedennsa moxcaueocmi OANAHCYBAHHA MINC 00CA20M YACMUHU
npPoOZPAMHO20 KOOy, AKA MOOUPIKyemvca 6 pe3yibmami 3aMACKOBAHO20
60y008y6aHHA O0AHUX mMaA ePeKMUGHUM 00cA20M CME2aHozZpaPiunozo
KOHmeiinepa, nOmMpPiOHUM 01  30€pesceHHsA  KOHMPOAbHUX  OAHUX,
po3po0seHo MeToll POpMyBaHHS CTeraHOTrpadiuHOro Kiro4a A IPUXOBAHOTO
30epeKeHHSI KOHTPOJBHUX JaHuX B mporpamHomy komi FPGA, saxuii
BIOpI3HAEmMbCA ~ MOXKIMBICTIO — @JanTaiii 10 CTPYKTypud 3B’SI3KIB  MIXK
eneMeHTapHuMu oguHUIIMU FPGA Ta 10 HEoOX1qHOTO 00CAry KOHTPOJIBHHUX
naHux. Meroa Moke OyTH 3acTOCOBaHMM B SIKOCTI JIOMOBHEHHS SIK [0
TpaJMIIIITHUX METO/IIB cTeraHorpadiyHoro BOyJ0BYBaHHS JaHUX B MPOTPAMHHUIA
koJ1 FPGA, Tak 1 10 riOpuaHOTro METOMdY.

Bukonano excriepuMeHTaIbHEe JOCHIKEHHS €PEKTUBHOCTI pO3p0OIECHOTO
MeTrony (QopMyBaHHS cTeraHorpadiuHoro Kiro4va, sKi TOKa3ald CepeHE
30uTbIIeHHS Ha 22,8% epexkTuBHOro 00csiry Hu(ppoBOro BOJISHOIO 3HAKA, SIKHUM
MICTUTh KOHTPOJIbHI JIaHHI Ta MOXe OyTH NpHUXOBaHO BOYJIOBaHUU B
nporpamunii kog FPGA.

Cdopmynvosano uemeepmuilt nyHKm HAYKOBOI HOGU3HU: Oicmas
nooanvbuio2o po3eumky MeToa (popmMyBaHHS CTeraHorpadiqHoOro Kirouda Jis
3aMacKOBaHOTO 30epekeHHs JaHux B mporpamHoMmy koai FPGA, saxuii
8IOpI3HAECMbC  MOXJIMBICTIO — ajanTalili 0 CTPYKTypU 3B’SA3KIB  MIXK
enemeHTapuuMu oguHUIIMA FPGA Ta 1o HEoOxigHOTro 0OCATY KOHTPOJIBHHUX
JAHUX, WO O00360/51€ BUKOHYBAaTH OallaHCYBaHHS MK OOCSTOM YacTUHU
IPOrPaMHOTO KOAY, SIKa MOJAU(DIKYEThCS B PEe3yJbTaTi BOYJOBYBaHHS JaHUX Ta
eheKTUBHUM 00CATOM CTeraHorpaiuHoro KOHTEWHepa, TMOTPIOHUM s
30epeKeHHST KOHTPOJIbHUX JTaHUX.

B yerBepTOoMy po3aini mucepTariiinoi poOOTH PO3POOJICHO MiICUCTEMY
riOpuIHOTO 3aMacKOBAaHOTO 30epiraHHs KOHTPOJIbHUX JaHUX B CKJai
1H(pOpMaIlIITHOT CUCTEMHU TPUXOBAHOIO MOHITOPHUHTY TiporpamMHoro koay FPGA-
koMnoHeHTiB. CopmynboBaHO MeTy Ta 3ajadi (PYHKLUIOHYBAaHHS 3a3Hau€HOI

MIJICUCTEMH Y CKJIal TOJIOBHOI IHPOPMAIIHHOT CHCTEMH.
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CnenudikoBaHO CYKYIMHICTh 1H(QOpPMAIIHHUX TOTOKIB MIACUCTEMH, SIKa
BHM3HAYa€ BXIJHI Ta BHXIAHI JaHi, 1H(OpMALiiHY B3aEMOJII0 3 IHIIUMHU
KOMIIOHEHTaMH  CHUCTEM, 30BHIIIHIM MPOTPAMHUM  CEpPEAOBUIIEM  Ta
KopucTyBauaMH. BusHaueHo mepenik (QyHKIIOHATbHUX Ta HEQYHKIIOHATBHUX
BUMOI 10 mijgcucteMu. JlJis po3poO0iIIOBAaHOTO MPOrpaMHOrO 3a0e3MeUeHHS
CTBOPEHO JiarpaMu JIOTIYHOTO YSIBJICHHS, PO3TOPTaHHS, BUSHAYEHO CTPYKTYPY
IPOrpaMHOTO TMPOEKTY Ta BUKOHAHO aHaji3 NPOrpaMHOro KOAy, IO B
CYKYITHOCTI1 (popMatizyBajo apXiTeKTypy MijicucteMu. [IpoBeeHo KOMILIEKCHE
TECTYBaHHS pPO3pOOJEHOI TMiJACHCTEMH, IO JOBENO 1ii TOTOBHICTH IO
BUKOPUCTaHHS B CKJaAl 1HQOpPMALIWHOI CHCTEMH IMPUXOBAHOTO MOHITOPUHTY
nporpaMHoro koay FPGA-KOMITIOHEHTIB.

3anponoHOBaHl B JUCEpTaIliiHIA POOOTI METOAU Ta PO3po0JieHl Ha ix
OCHOB1 IporpamHi 3aco0u OyJiM BIOPOBAIKEHI B HAYKOBO-JIOCHIJIHUILIBKY
JISUIBHICTh Ta HaBYaJIbHUM mpouiec HamioHanbHOro yHiBepcuteTy «Omecbka
MOJIITEXHIKA.

Knrouosi cnosa: 306epiranHs iHdopmarllii B KOMIT IOTEPHUX CHUCTEMaX;
JOCTyny 70 1H(opMaIllii B KOMIT IOTEPHUX CHUCTEMaX; 3aMacKOBaHE 30epiraHHs
JAHUX, TPUXOBAHUN MOHITOPUHT THporpamMHoro koay FPGA-koOMIOHEHTIB
iHopmamiiHux ~ cucreMm, 00poOka HAOMMKEHUX  JaHuX, O00dycKals

MPOTPAMHOTO KOAY.
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ABSTRACT

Ivanova O.M. Models and methods for hybrid data masking in the process
of monitoring the program code of FPGA-components of information systems. —
Qualification scientific work in the form of manuscript.

Thesis for the PhD degree in specialty 122 Computer science. — Odesa
Polytechnic National University, Ministry of Education and Science of Ukraine,
Odesa, 2026.

The introduction substantiates the relevance and practicability of the
dissertation research; demonstrates the connection between the work and
scientific programs, plans, and topics; formulates the purpose and objectives of
the research, the scientific novelty and practical significance of the results
obtained; defines the research methods; the applicant's personal scientific
contribution is indicated, data on the testing of the dissertation research results
are provided, as well as information on publications.

The first chapter analyzes existing approaches, methods, and means of
monitoring the program code of FPGA-components in information systems. The
role of FPGAs among modern software-controlled components of computer
information systems has been identified. It is shown that FPGAs are mainly used
in high-performance computer systems, which is due to the suitability of the
structure of these chips for the natural organization of parallel computing. This is
also a significant motivation for the use of FPGA in critical computer systems.

An analysis of incidents in recent years related to the destabilization of
high-risk technical facilities has been conducted. It has been established that the
most significant factor in the failure of critical computer systems is malicious
interference in their operation. An analysis of methods and means of
counteracting interference in the operation of FPGA-components of computer
systems has been carried out. It has been shown that one of the most effective
approaches to countering interference is the operational monitoring of the state of

the software code of these components. Monitoring requires the formation of
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control data at the time the program code is prepared for monitoring, and the
storage of that data for use during the execution of monitoring acts. It is shown
that the main way to bypass program code monitoring for the purpose of
interference is to falsify control data, which is most often done by insiders from
within the organization. The most significant factor determining the possibility of
interference is the method of storing control data.

Existing approaches to storing control data for program code monitoring
systems are considered. It has been established that approaches based on storing
control data together with the program code information object in a file system
or memory, or based on attaching control data to the program code information
object and storing it as part of it, have the following disadvantages: the
obviousness of the fact that monitoring is being performed; the availability of
reference control data for reading, analysis, and possible falsification.
Approaches in which control data is stored in a centralized database and
retrieved from it at the time of monitoring are associated with the problem of
organizing access to this database; the complexity of protecting the database
from leaks; and do not reduce the possibility of insider interference.

Existing approaches to storing control data based on the steganographic
approach have advantages that consist in hiding control data and the fact of
monitoring, as well as ensuring the creation of a single whole between the object
of the program code and the control data. These capabilities of the above
approaches are provided by equivalent transformations of the program code.
However, these approaches also have disadvantages, which consist in the
relatively small volume of data that can be stored in a steganographic way.

Attempts to increase this volume within the limits of existing
steganographic approaches are faced with a contradiction between the fact that
FPGA program code represents exact data, the distortion of which is impossible,
and the impossibility of ensuring sufficient data storage volume for hidden
monitoring tasks by means of equivalent transformations of FPGA program

code.
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Taking into account the above factors, the research direction aimed at
increasing the available masked storage capacity for control data in the process
of hidden monitoring of the program code of FPGA components of computer
systems was justified by developing models and methods of hybrid
steganographic storage of these data, which makes it possible to resolve the
above contradiction. As a result of justifying the research direction, the objective
of the thesis was formulated and its tasks were defined.

The second chapter formulates the statement that when implementing
approximate data processing on an FPGA, this approximation is transferred to
the exactly specified FPGA program code. The result is the possibility of
masked embedding in a non-equivalent way (similar to that used for information
containers with approximately presented elementary units) of additional data
into a exactly specified information container, which is the FPGA program code.
This statement has been formalized in the form of models that identify two types
of redundant resources in the FPGA program code that can be used for
steganographic purposes: a) insignificant LUT units in the structure of compute
units that perform approximate data processing; b) insignificant bits of the LUT
unit program code when performing approximate data processing.

To identify a set of redundant information resources in FPGA program
code that arise during the execution of approximate calculations and can be used
for steganographic storage of control data, a model of masked data storage in the
FPGA component program code environment has been developed, which is
based on the use of non-equivalent transformations of the FPGA program code
and takes into account the peculiarities of performing approximate arithmetic
operations in the FPGA environment.

An experimental research carried out in the environment of the developed
software, which implements the proposed model, confirmed the presence of
redundant information resources in the FPGA program code, and also allowed to
localize them and estimate their share in the total volume of the program code of
FPGA-projects. The results of the experiments obtained an upper estimate of the

number of insignificant LUT units for experimental projects in the range of
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39,35% to 42,52% and a lower estimate of the number of these units in the range
of 16,67% to 29,91% of the total number of LUT units in the project. An
estimate of the proportion of insignificant bits of LUT block program codes for
computing units performing approximate data processing was also obtained
experimentally, which amounted to 16,8% to 26,3% of the total number of bits of
LUT unit program codes for experimental projects.

The first point of scientific novelty has been formulated: a model of
masked data storage within the FPGA program code environment has been
developed, which is based on the use of non-equivalent transformations of the
FPGA program code and takes into account the peculiarities of performing
approximate arithmetic operations in the FPGA environment, This allows us to
identify a set of redundant information resources that arise in the process of
performing such calculations and can be used for hidden storage of control data.

To increase the volume available for hidden storage of additional data
in the FPGA program code environment and required for monitoring the
security characteristics of FPGA program code, a method of non-equivalent
masked data storage within the FPGA program code environment has been
developed, which is characterized by the use of FPGA program code
redundancy that arises during approximate data processing.

An experimental study of the results of the proposed method's
implementation was conducted. The additional volume for masked data storage
provided by the proposed method amounted to the following upper estimates for
the allocated excessive steganographic resource of software codes of
insignificant LUT units of experimental FPGA projects: from 12 to 145 bits
when used for steganographic data storage of only one bit of the program code
of insignificant LUT units, and from 192 to 2320 bits when using all bits of the
program code of these units; and, according to the lower estimate, from 5 to 102
bits when using one bit of the LUT unit program code and from 80 to 1632 bits
when using all bits of the program code of the specified blocks. For
experimental FPGA projects, the number of non-essential bits of the LUT unit

program code ranged from 89 to 690.
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The redundant information resources proposed and experimentally
researched in this chapter of the thesis add to the volume of hidden data storage
in the FPGA program code, provided by known methods, additional resources
for storing control data, which allows for the storage of control data for a greater
number of types of operational monitoring and adds variability in the selection
of the output size of hash functions used to obtain control data.

The second point of scientific novelty is formulated: a method of non-
equivalent masked data storage in the FPGA program code environment has
been developed, which is characterized by the use of redundancy in the FPGA
program code, which arises when performing approximate arithmetic operations,
allowing to increase the volume available for hidden storage of additional data
in tasks of monitoring the security characteristics of FPGA program code.

The third chapter of the thesis proposes approaches to hybrid masked
data storage in FPGA program code, which combine equivalent and non-
equivalent transformations of program code during embedding, and also enable
the use of recoverable obfuscation in the process of embedding additional data
into program code.

To increase the volume of control data that can be hidden in the FPGA
program code without increasing the ability of traditional steganalysis
methods to detect this data in the program code, a method of hybrid masked
storage of control data in the FPGA program code environment has been
developed. This method is distinguished by a combination of equivalent and
non-equivalent approaches to the transformation of FPGA program code, as well
as a combination of steganographic embedding and data recoverable obfuscation
processes.

The hybrid nature of the method consists of two types of combining the
properties of the known equivalent approach and the non-equivalent approach
proposed in this thesis for masked storage of control data in FPGA program code:

1) combining steganographic resources provided by equivalent and non-

equivalent transformations of FPGA program code to achieve the required
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volume of data in the program code environment and sequentially allocating
these resources to minimize the computational complexity of their application;

2) combining steganographic embedding (using both approaches) of data
into FPGA program code and reversible (recoverable) obfuscation of FPGA
program code based on a model of equivalent transformations and designed to
complicate stegananalysis and detection of data hidden in program code.

An experimental research was carried out to evaluate the effectiveness of
the developed hybrid method for hidden steganographic storage of control data in
the process of monitoring FPGA program code. For experimental FPGA projects,
the increase in the volume of potentially available additional data due to the use of
the stego-resource of insignificant LUT units when applying a fast method of
localizing these units ranged from 7,1% to 40,8% and averaged 22,6%, and when
using the basic localization method, the increase ranged from 9,2% to 73,4% and
averaged 34,0%.

The increase in the volume of potentially available additional data due to
the use of redundant information resources of insignificant bits of significant
LUT units when applying the fast method of localizing these units ranged from
31,7% to 138,9% and averaged 93,7%. By using the steganographic resource of
insignificant bits of significant LUT units when applying the basic localization
method, the increase ranged from 33,8% to 157,9% and averaged 105,1%.

An experimental assessment was performed of the probability of
detecting, using known methods and means of steganalysis, the presence of data
embedded in the FPGA program code using the proposed hybrid method. The
probability of additional data being present when embedding using the hybrid
method without performing the recoverable obfuscation stage increases by an
average of 2,31% compared to using an equivalent approach, and decreases by
6,43% when performing the recoverable obfuscation stage.

The third point of scientific novelty has been formulated: a method of
hybrid masked storage of control data in the FPGA program code environment

has been developed, which is distinguished by a combination of equivalent and
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non-equivalent approaches to the transformation of FPGA program code, as well
as a combination of steganographic embedding and recoverable obfuscation of
control data, which allows increasing the volume of control data that can be
hidden embedded in FPGA program code without increasing the ability of
traditional steganalysis methods to detect this data in the program code.

To provide a balance between the volume of program code modified as a
result of steganographic data embedding and the effective volume of the
steganographic container a method for forming a steganographic key for hidden
storage of control data in FPGA program code has been developed, which is
distinguished by its ability to adapt to the structure of connections between
elementary FPGA units and to the required volume of control data. The method
can be applied as a supplement to both traditional methods of steganographic
data embedding in FPGA program code and to the hybrid method.

An experimental research was carried out to evaluate the effectiveness of
the developed method of steganographic key formation, which showed an average
increase of 22,8% in the effective volume of the digital watermark containing
control data and can be hidden embedded in the FPGA program code.

The fourth point of scientific novelty has been formulated: the method of
forming a steganographic key for hidden storage of control data in the FPGA
program code has been further developed, which is distinguished by its ability to
adapt to the structure of connections between elementary FPGA units and to the
required volume of control data, allowing for a balance between the volume of the
part of the program code that is modified as a result of data embedding and the
effective volume of the steganographic container required to store control data.

The fourth chapter of the thesis develops a subsystem for hybrid masked
storage of control data as part of an information system for hidden monitoring of
FPGA program code. The purpose and objectives of the subsystem's functioning
as part of the main information system are formulated.

A set of information flows of the subsystem is specified, which defines the

input and output data of the subsystem, its information interaction with other
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system components, the external software environment, and users. A list of
functional and non-functional requirements for the subsystem has been defined.
Diagrams of the logical representation of the subsystem under development and
its deployment have been developed, the structure of the software project has
been determined, and an analysis of the software code has been performed, which
together formalized the architecture of the subsystem. Comprehensive testing of
the developed subsystem has been carried out, proving its readiness for use as part
of an information system for hidden monitoring of FPGA software code.

The methods proposed in the dissertation and the software tools
developed based on them have been applied in research activities and academic
courses at Odessa Polytechnic National University.

Keywords: information storage in computer systems; access to
information in computer systems; masked data storage, hidden monitoring of
FPGA-components program code, approximate data processing, program code

obfuscation.
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