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cremianpHicTIO 123 — Komm'totepHi 1HXeHepis. — HarionaapHUil yHIBEPCUTET
«Opecpka nomitexnikay, MOH Ykpainu, Oneca, 2026.

Y Berymi  guceprtaimiiiHoi  poOOTHM  OOIPYHTOBAaHO  aKTYaJbHICTh TEMU
JOCIIIKEHHS, IPUCBSIYEHOTO PO3POOJICHHIO 0araTOpiBHEBOI OHTOJIOT] aHaJi3y PU3HUKIB
y 0€31pOTOBUX CEHCOPHUX Mepexax JUIsl MIATPUMKHA PU3UK-OPIEHTOBAHOTO YIIPABIIHHS
B YMOBaX HEBU3HAUEHOCTI Ta Ki0ephizuunux 3arpo3. CGopMypbo0BaHO METY Ta OCHOBHI
3aBJaHHSI POOOTH, BU3HAUEHO 00’ €KT, MPEIAMET 1 METOIU JIOCHiAXeHHsS. BucBiTieHo
HAyKOBY HOBU3HY Ta MPAaKTHUYHE 3HAYCHHS OJIEpKAHUX PE3YyJIbTaTiB,. TaKoX HaBEJACHO
BIJIOMOCTI TIPO anpooOarlito pe3yiabTaTiB JAOCTIIKEHHs, yOikailii aBTopa, CTpYKTypy
JUcepTaltii.

Y mepmomy po3aiii aucepramiitHoi poOOTH 3IIMCHEHO CHUCTEMHHMM aHami3
Cy4acHOTO CTaHy JOCJIIPKeHb Y raiay3i 0€31pOTOBUX CEHCOPHUX MEPEX Ta MAXO/IIB, 110
3aCTOCOBYIOTBCSI i1 3a0€3MeueHHs 11X €(QEeKTUBHOIro, HaJIIMHOro 1 O€3MeYHOro
dbyHKionyBaHHsA. Po3risiHyTO apXxiTekTypHi ocobnruBocti bBCM, mpuHIunu opraxizaiii
B3a€MO/IIi MK CEHCOPHUMH BY3JIAMH, MEXaHI3MH NE€pelaBaHHs Ta arperamii JaHux, a
TAKOX METOJIM YMPAaBIIHHI MEPEKEI0 B yMOBaX OOMEXKEHHUX pecypciB. 3HauHy yBary
OPUAUICHO aHali3y KiacTepu3aliiHuX mpoTokoniB, 3okpema LEACH Ta iioro
Moaudikalii, TiaXxoaiB A0 ONTUMI3AIlT MaplIpyTH3allii, OalaHCYBaHHS HaBaHTAKCHHS
Ta 3MEHIICHHS EHeprocrnoxkuBaHHsi. OKpeMo pO3TJISHYTO 3aco0M  ITiIBHUIICHHS
HAJIMHOCTI KaHaJiB 3B’ 3Ky, CIIOCOOM 3MEHIIICHHS BIUIUBY 3aBa/l 1 Ierpaaallii TOmoJIOrti,
a TaKOX MIAXOAU N0 MPEACTABICHHSA CTaHy MeEpeXi B I1HTEICKTYaJIbHUX CHUCTEeMax
MOHITOPUHTY Ta K€pyBaHHs. J[711 KOKHOTO KJIacy pillieHb BU3HAYEHO OCHOBHI TIepeBart,
oOMexxeHHs Ta cdepy JOLUIBHOIO 3aCTOCYBaHHA 3 YpaxXyBaHHSM CHELU(IKU
MPOMHUCIOBUX YMOB, y sIKUX BCM (yHKIIOHYIOTH MiJ] BIUIMBOM €JIEKTPOMArHITHUX

MEepEeNIKko/i, 3MiH HaBKOJMUIIHBOI'O CEPEJIOBMINA, HECTAOUILHOCTI KaHAJlIB Ta BUCOKHUX



BUMOT 710 Oe3nepepBHOCTI pOOOTH.

[IpoBenenuii anani3 6a3zyBaBcsi Ha CyKyITHOCTI KPUTEPIiB, K1 TO3BOIHIIN 31CTABUTH
BIIOMI TIiAXOAWM B €AWHIA cHCTeMi OIiHIOBaHHA. J[0 Takux KpUTEpiiB BiTHECEHO
eHeproe(peKTUBHICTh, aalITUBHICTD 1 3/TaTHICTH IO CAaMOOpTraHi3allii, CTIHKICTb J10 BIIMOB
OKpEeMHUX BY3IIB, SIKICTh MapLIpyTH3allli Ta arperaumii JaHUX, YYTIUBICTH 10 BIUIMBIB
CEpellOBUIA, HASABHICTh MEXaHI3MIB BHUSBICHHS 3arpo3 1 Bpa3lMBOCTEH, a TaKOX
NPUJATHICTh 10 BUKOPUCTaHHS y mpomucioBux BCM 3 miBUIIEHUMH BUMOTaMH [0
HafgiiHOCT. KpiM TOrO, OKpeMuM KpUTEpieEM BHU3HAYEHO MOXIHMBICTH (OpPMAIBHOTO,
CEMaHTUYHOT0 a00 OHTOJIOTIYHOI'O OMKCY CTPYKTYpH Ta MOTOYHOTO CTaHy Mepexi. Take
MOPIBHSIHHS MOKa3aJio, 1[0 MEpeBaKHA OUIBIIICTh ICHYIOUMX pIIICHb OPIEHTOBaHA Ha
PO3B’sI3aHHS JIOKATBbHUX 3aj]lad, HAMPHKIAJ 3MEHIICHHS E€HEProBUTPAT, MOKPAIICHHS
MapuIpyTH3allii abo MmiABUIIEHHS TPOIYCKHOI 3/JaTHOCTI, OJTHAK HE 3a0€3MeUye€ I1IICHOTO
OMKCY MEpEX1 SIK CKIAJHOI JTWHAMIYHOI CUCTEMHU. Y OLIBIIOCTI BUMAJKIB MapaMeTpH
BY3J11B, KAHAIB 3B’ 513Ky, KOHTEKCT (DYHKI[IOHYBAaHHS Ta 30BHIIIIHI BIUTUBHU PO3TJISIAI0THCS
130J1b0BaHO, 0€3 BpaxXyBaHHS iX B3a€MO3aJICKHOCTEH, 1[0 ICTOTHO OOMEKY€E MOKITUBICTD
MoOyIOBY Y3rO/DKEHUX MEXaHI3MIB aHalll3 y Ta KEpyBaHHS.

VY Mexax meprioro po3aily TaKoXK MpOaHalli3 OBaHO MIIXOJIW JO OIIHIOBaHHS
BPa3IMBOCTEH, 3arp03 1 pU3HKIB Y OE3POTOBUX CEHCOPHUX Mepekax. BcTaHoBIEHO, IO
OUTBIIICTh HAsABHUX MOJENICH IPYHTYEThCS HA CTAaTUCTUYHHUX, IMOBIPHICHUX a0o
EBPUCTUYHHUX TIIX0JaX, SKI € KOPUCHUMH JJisi OIIIHKA OKPEMHUX XapaKTEPUCTHUK
HeOe3neKku, MpoTre He 3a0e3MevyroTh JOCTATHbOI THYYKOCTI Il poOOTHM B yMOBax
HEMOBHOTH, HEUITKOCTI Ta 3MIHHOCTI BXIJHMX JaHuUX. Taki MiIXO0Iu, SK IPaBUIIO, HE
NOEHYIOTh Y MeXax €IMHOI (POpMaibHOI CHUCTEMHU CTPYKTYPHUH ONUC MeEpexi,
TEJIEeMETPUYHI MOKa3HUKH, KOHTEKCTHI CTaHW, BUSBIICHI BPa3JMBOCTI Ta HACHIJIKH iX
peamizamii. Yepe3 1e BUHUKAE PO3PUB MK PIBHEM MEPEKEBOIO MOHITOPUHTY, J€
HAKOIMUYYIOThCS TEpPBUHHI JaHl npo (yHKiioHyBaHHS BCM, 1 piBHeM NpUNHATTA
pillieHb, HAa SKOMY MaroTh (OpMyBaTHUCS OOTPYHTOBAHI KOHTP3aXOAHW ISl 3HUKCHHS
pusukiB. OKpeMO  BCTAHOBJEHO, IO  ICHYIOUYl  TPOTOKOJH, BKJIOYHO 3
eHeproe()eKTUBHUMHU CXEMaMH KJIacTepu3allii, He MIATPUMYIOTh CEMAHTUYHOTO OMHUCY

KOHTEKCTIB (DYHKIIOHYBaHHS MEPEXi Ta HE JO3BOJIAIOTh BUKOHYBAaTH (pOpMai30BaHUMA



JIOTTYHHI BUCHOBOK I110JI0 KPUTUYHUX CTaHIB 11 KOMIIOHEHTIB.

VY3aranbHEHHSI pe3yJbTaTiB MPOBEACHOTO aHANI3 Yy A0 3MOTY OKPECIHUTU KOJIO
OCHOBHHUX MpoOJIeM, IO 3aJIMIIAIOTHCS HEBUPIIICHUMH Ha CY4acCHOMY €Talli PO3BUTKY
BCM. Jlo HMX HaleXaTh BIJCYTHICTh YHIBEPCAJIbHOI CEMaHTUYHOI MOJACTI s
MPE/ICTABICHHS MEpEeKEeBUX CTaHIB, HEJOCTATHS IHTErpaliss MiX CEHepreTHYHUMH,
KOMYHIKalliHtHUMHU, O€3MEKOBUMH Ta PU3UKOBUMHM MapamMeTpaMu, 00OMeKeH1 MOKIUBOCTI
aJanTUBHOTO pearyBaHHS HA 3MIHHM CEPEJIOBHINA, a TAKOX HEJOCTATHE BUKOPUCTAHHS
dopManbHUX 3HAHb IS MIATPUMKH JIOTIYHOTO BHCHOBKY 1 NPUNHATTS pIIICHb.
[lokazaHo, 110 [ TOJOJIAaHHA IUX OOMEXKEHb HEOOXITHUM € PO3POOJICHHS
IHTETPOBAHOTO MIAXOAY, SIKMM OM TOENHYBaB CTPYKTYPHUH OIKUC MEpExi, MOAei
Bpa3IMBOCTEH, MEXaHI3MU TUHAMIYHOTO OILIHIOBAaHHS PU3UKY Ta alaliTUBHE KEPYyBaHHS
B MeXaX €JUHOr0 KOHLENTyajJpHOro kapkaca. Came TOMy B MEpIIOMY pO3ALIL
OOTPpYHTOBAHO JOIIJIBHICTh CTBOPEHHS 0araTOpiBHEBOiI OHTOJIOTIYHOI MOJETI PU3HK-
OpIEHTOBAHOTO YIPAaBIiHHA 0€3pOTOBUMH CEHCOPHUMH MepekaMu Ta c(popMyIbOBAHO
METY 1 OCHOBHI 3aBJaHHS MOJAJIBLIIOTO JOCIIIKEHHS.

Y apyromy po3aiji gucepTaiiifHoi poOOTH OTpUMAaIU MOJAIBIIUNA PO3BUTOK
HEYITKI MOJIEJII CEHCOPHOTO BYy3Jia Ta KaHAJy 3B 3Ky, a TAaK0 pO3po0JIeHO y3arajbHEeH1
Mozel popMarizailii CTaHiB 1 HOBEAIHKA KOMIIOHEHTIB O€3JpOTOBUX CEHCOPHUX MEPEX
B YMOBax HeBHU3HaueHOCTI. OCHOBHY yBary 30CepekeHO Ha Mmo0y/10BI MAaTEMaTUYHOTO
Ta JIHTBICTUYHOTO amapary, KW JI03BOJISIE OMMCYBaTH MapaMeTpy BY3JIB 1 KaHAJIB
3B’SI3KYy HE JIMILE Y BUJISAI TOYHUX YHCIIOBUX 3HAUYEHb, & 1 Y (POpMI HEUITKHX OLIHOK,
o € OUTbII aJeKBaTHUM JJisi peasibHUX yMoOB (yHKIIoHYyBaHHS BCM. Takuii migxin
OoOyMOBJIEHMI THM, IO B TPOMHCIOBUX CEpPENOBUINAX 3HAYHA YacTWHA BXIJHOI
1H(hOopMaIli € HEMOBHOIO, 3aIIYMJIEHOIO, HECTAOLILHOIO B Yacl abo Takolo, 10 3a/1a€ThCA
€KCIIEPTHO. 3aCTOCYBAHHS anlapaTy HEYITKOI JIOTIKH, JIIHIBICTUYHUX 3MIHHHUX Ta TIOBHOTO
OpPTOTOHAFHOTO CEMAHTHYHOTO TPOCTOPY Jaj0 MOXKIWBICTH MEPEHTH Bif KOPCTKUX
JIETEPMIHOBAaHUX OIMHKCIB JI0 THYYKOTO MPEICTABICHHS MapaMeTpiB MEPExKi, MPUIATHOTO
IUIS TIOAAJIBIIOI 1IHTErpalii y 6araTopiBHEBY OHTOJIOTIYHY MOJEIb PU3UK-OPIEHTOBAHOTO

YIPABIIIHHSL.
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VY Mexax po3ainy cnodatky c)OpMOBAHO 3arajibHy MOJI€Tb TEXHIYHOI CUCTEMU 3
BXIJHUMH Ta BHUXIJHUMH TNapaMeTpamH, Cepeja SIKUX BHUAUICHO YITKO BH3HAYEHI Ta
HEYITKO BU3HaueHI BenwunHU. [le m03BOMMI0 moOymyBaTH y3arajbHEHY CXEMY OITUCY
CHUCTEeMH, y SKIil HEBHU3HAYEHI MapaMeTpu MOAAIOThCS 4Yepe3 JIHTBICTUYHI TEPMH Ta
¢bynakmii HamexxHOoCcTi. JIIsT Takoro TMOJaHHS BBEJACHO TIOBHUM OPTOTOHAIBLHUN
CEMaHTHUYHHUI MPOCTIP, HA OCHOBI SIKOTO (DOPMYIOTHCS TEPM-MHOXKXHUHU JIIHTBICTUHYHHX
3MIHHMX 1 3aJal0ThCsl TPHUKYTHI (QYHKIT HanexHocTi. Jlaai BU3HAYEHO OCHOBHI
MaTeMaTH4HI ofepallii HaJl HEYITKUMH BEIWYMHAMH, a TaKOX OTPHUMAHO y3arajibHEHi
CHIBBIHOIIEHHS JIJIi PO3pPaxXyHKYy XapaKTEPUCTHUK CHUCTEM 13 TMOEJHAHHSIM YITKUX 1
HEYITKUX BXIJHUX Ta BHXIJTHUX MapaMmeTpiB. 3alporoHOBaHUN (opmai3M cTaB 0a30r0
U1t TOOyJTIOBU MOJielell KOHKpeTHUX KOMIOHEHTIB BCM 1 3a0e3neunuB MOXKIUBICTh
OMKCYBATH iX (DYHKIIIOHYBAaHHS B Y3TO/KECHIM MaTeMaTH4HIN GopMi.

Ha ocHoB1 po3p00JieHOr0 MMi1X0Ay NOOYJ0BAaHO HEUITKY MOJIEIh CEHCOPHOIO By3Jia
SK OJTHOTO 3 KJIFOUOBUX €JIEMEHTIB MEpeXi. Y MOJIeil BpaxoBaHO YOTUPH 0a30Bi CKIIAJ0B1
By3J1a: JaTUUK, IPUAMaIbHO-TIEpEIaBAIbHAN MOAYJIIh, IPOIECOP Ta JXKEPENO KUBJICHHS.
JIs HUX 3a/laHO MOKJIMBI CTaHU Mpale3gaTHOCTI, MpoaHali3 OBaHO 3aJIeKHOCTI MIXK
OKPEMHUMHU KOMIIOHEHTAMHU Ta MOKa3aHo, M0 (PYHKI[IOHYBaHHS By3Jia BU3HAYAETHCS HE
130JJbOBAaHUMH ~ XapPaKTEPUCTUKAMH OKPEMHX CJIEMEHTIB, a IXHBOIO CYKYITHOIO
B3a€EMO/II€10. 3 OTJISIAY HA HEMOXJIMBICTH TOYHOTO BU3HAYECHHS] HMOBIPHOCTEH BiJIMOB Y
CKJIQJTHUX YMOBaX €KCIUTyarallii, i OMKUCY CTaHy By3Jia BBEIIEHO HaOIp JIHTBICTUYHHUX
3MIHHHUX, III0 XapaKTEpPU3yIOTh IMOBIPHICTh IMpale3AaTHOCTI HMOro OCHOBHUX
KOMITOHEHTIB Ta 3arajibHy 3/JaTHICTh By3Jla BUKOHYBaTH cBOi ¢yHkii. [le gano 3mory
dbopmanizyBaTH K MOBHICTIO TIparle3/IaTHUIN PEKHUM, TaK 1 4aCTKOBO JIETPaJ0BaHl CTaHH,
30KpeMa pPeXUMHU, Y SIKUX BY30J BTpayae CEHCOpH1 (PyHKIIi, ajie 30epirac MOKJIUBICTb
peTpaHCIALII TaHUX.

Okpemo B Apyromy po3aiial po3poO0eHO HEYITKY MOJeIb KaHaly 3B 3Ky, IS
SKOTO BPAaXOBAaHO XapaKTEPUCTHKU MPOITYCKHOI 3aTHOCTI, 1HTEHCHBHOCTI CTapiHHS
iH(dopmarii, yacy MpOCTOI0, Yacy TMpare3laTHOCTi, KoedillieHTa TOTOBHOCTI Ta
HeHaJliiHocTl. KaHan po3risiHyTO sIK CUCTEMY MacOBOTO OOCIyrOBYBaHHsS, OJHAK Ha

BIIMIHY BIJ] KJIAQCHYHUX MOJENed MOro mapamMeTpud MOJaHO B HEUITKiM ¢dopmi, 110
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JI03BOJIIE BpaxyBaTH HEMOBHOTY a00 HEUITKICTh iHdopMallli Mpo peajbHUM CTaH
nepenaBaHHs JaHuX. Ha OCHOBI I[bOTO OTPUMAHO CIIBBIAHOIICHHS IJIS1 OI[IHIOBAHHS
edeKTUBHOT TPOMYCKHOI 3JaTHOCTI, I1HTEHCHUBHOCTI Jerpajaimii iHdopmarmii Ta
HMOBIPHOCTI Mepeayl MaKeTiB y KaHajll 3B’ s3Ky. Y MIJACYMKY MOKa3aHo, 10 po3po0IeH1
HEYITKI MOJENi BY3JiB 1 KaHamiB 3a0e3MeyyloTh OUIbLI aJeKBaTHE BiTOOpakeHHS
O6ararogakTopHoro xapakrepy ¢hyHkuionyBanus bCM, MOXyTh ajanTyBaTUCS 10 PI3HUX
NPaKTUYHUX CIIEHapiiB Ta CTBOPIOIOTh TEOPETUUHY OCHOBY JIJIsl MOAAJIBIIOT IHTETpAILlii B
OHTOJIOTIYHI MeToAu OmHcy Mepexi, aHami3 y BpPa3JIMBOCTEH, OLIHKH PH3UKIB 1
aJanTUBHOTO KePyBaHHSI.

VY TperboMy po3aiii gucepTaliiftHoi poOOTHU ymepIie po3poOJICHO IHTETPOBaHY
OaratopiBHEBY OHTOJIOTIYHY MOJENb Ta ajreOpaiuHy cucTeMy Oe3/IpOTOBOI CEHCOPHOI
Mepexi Ta (opMaTizoBaHO CYKYIHICTh KJIIOUOBHX i1 METO/IIB, 3 SKUX BOHA CKJIQJA€ThCS,
a caMe: METOJ OMHCY MEPEXi, METOJ] BUSIBICHHS BPa3IMBOCTEH, METOJT OI[IHKA PU3HKIB
Ta METOX aJlallTUBHOTO KepyBaHHs. [100y10Ba X METOMIB CIIPSIMOBaHA Ha CTBOPEHHS
IUTICHOTO CEMaHTUYHO-aJITeOpaiyHOro Kapkaca MO, SIKUU 3a0e3leuye y3TropKeHe
MOJAHHSA CTPYKTYpH MEpeXi, TMOTOYHUX CTaHIB 1ii KOMIIOHEHTIB, BUSBJICHUX
BPa3NMBOCTEH, OIIHEHUX PU3UKIB 1 Kepyrouux BIUIMBIB. Ha BiiMiHY BiJ TpaauIiitHUX
MIIXOMIB, y SKUX 3aJadl MOHITOPUHTY, aHalll3 y 3arpo3 1 NOpPUUHSATTS pILIEHb
PO3IIISIAI0THCS OKPEMO, Y 3aITPOTIOHOBAHINA MO/IEJIl BOHU IHTETPYIOTHCS B EIMHY CUCTEMY
3HaHb, MPUIATHY [0 JIOTIYHOTO BHUCHOBKY, IOBTOPHOTO BHUKOPWUCTAaHHSA 3HaHb Ta
ajganTaunii 70 3MiH yMOB (YHKI[IOHYBaHHs. Takuil MiAXiJ J03BOJISIE TEPEUTH BIJ
po3pizHeHoro onucy napamerpiB BCM 10 KOMIIJIEKCHOTO MPEACTABICHHS MEPEexki SK
JUHAMIYHOI K10ep(i3uuHO1 cucTteMu, QYyHKIIOHYBAaHHS K0T BU3HAYAETHCS B3a€EMOJIIEI0
TEXHIYHUX, CEPEAOBUIITHUX 1 O€3MeKOBUX (HaKTOPIB.

VY Mexax po3aiuty mepuoyeproBo (popMyeThCsi METOJ CEMAaHTUYHOTO BUSIBICHHS
Ta JIOTYBaHHS CTaHIB KOMMNOHEHTIB bCM, sikuil BUKOHYe (PyHKIit0O 0a30BOro piBHS
OararopiBHeBOi oHTOJjorii. lleli Merom oTpuMaB TMOMANBIIUN PO3BUTOK, Y BHIJISAL
3a0€3MeUYEHHs] Y3TOKEHOTO TMEPETBOPEHHS TEIEMETPUYHUX MJAHHUX, TOMOJOTTYHOI
iHopMallii Ta pe3yJbTaTiB HEUITKOIO OIHIOBaHHA Yy (opMatizoBaHl OHTOJIOTIYHI

npeacTaBieHHs noTouHoro crany bCM. Bin 3a0e3nedye ceManTUUHE MOJaHHS TOMOJIOTIT
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BCM, xapakTepucTuk By3JiB, IapaMeTPIB KaHAIIB 3B 53Ky, EHEPTe€TUYHUX MMOKA3HUKIB,
3aTPUMOK, HABAHTAXXEHHS Ta IHIIUX aTpUOyTIB, IO Big0oOpa)kaloTh MOTOYHHUM CTaH
MEpeKi y TMOTOYHOMY CTaHi OaratopiBHEBOi Mojem. Y mependadeHo IMOJaHHS K
CTaTUYHUX XapaKTEPHUCTHUK, IMOB’A3aHUX 13 KOH(]Irypaliero Mepexi, Tak 1 JUHAMIYHUX
napaMmeTpiB, M0 3MIHIOIOTHCSA B Mporieci ii poOOTH. 3aBISKH IIbOMY METOJ CTBOPIOE
OHTOJIOTTYHUH KOHTEKCT, Y Me&XaX SKOT0 MOXYTh OyTH 1HTEpPIIPETOBaHI TEIEMETPUYHI
JaHl, pe3yJbTaTH HEUITKUX MoOJeNied KaHaly 3B’S3Ky Ta BYy3Jia, a TaKOX IpaBuiia
JIOTIYHOTO BHCHOBKY. OKpeMO B PO3iJIi HAaroJjoIeHo, 10 caMe I METOJl € TOYKOIO
BXOJly JUIsl TIEPETBOPEHHS TNEPBUHHOI MepexkeBoi i1Hdopmarii y QopmarizoBai
OHTOJIOTTYHI MPECTABICHHS, PUATHI J0 MOJAJBIIOr0 aHali3 y. TakuM YHHOM, METOJ
CEMaHTHYHOTO BHSIBJIICHHS Ta JIOTYBAaHHS CTaHIB KOMIIOHEHTIB HE JIUIIE CTPYKTYPY€E AaHi
PO BY3JIM Ta 3’ €IHAHHS, a i1 hopMye OCHOBY 1l TOOYI0BU MIOBHOT CEMAaHTHUYHOT MOJE1
Y KOHKPETHUN MOMEHT 4acy.

HacTynHuM Ba)KIMBUM KOMIIOHEHTOM TPETHOI'O PO3JALTY € YAOCKOHAJIEHUNH METO/T
aHaii3y Bpas3lMBOCTEH, MPU3HAYEHUW [UJIS JIOTIYHOTO BUSIBICHHS, Kiacu@ikaiii Ta
(hOpMalti3oBaHOr0 MOJAHHS KPHTHYHMX CTaHiB By3NiB i KaHaliB 3B’s3Ky. Moro
aKTyaJbHICTh OOYMOBIIEHa THM, IO TPOMHUCIIOBI OE€3IPOTOBI CEHCOPHI MeEpexi
(YHKLIOHYIOTh B yMOBax OOMEXKEHHMX  EHEpPreTMYHUX  pecypciB,  BIUIMBY
€JICKTPOMATHITHUX TEPEIIKOJI, Jerpajailii KaHajiB 3B’s3Ky, (I3UYHHUX MOIIKOIKEHb
KOMITOHEHTIB 1 3pOCTaHHA Ki0ep3arpo3. Y Mexax I[boro MEeTOAy YAOCKOHAJIEHO aHali3 y
Bpa3JMBOCTEH HA OCHOBI OHTOJIOTIYHMX TPABWJI 1 CEMAHTHYHOIO TMOEIHAHHS
CTPYKTYpPHHUX, KOHTEKCTHHUX, TOTIOJIOTTYHUX Ta CEPEJOBUILHUX XapaKTEPUCTHUK, a TAKOK
3aMpONOHOBAHO y3arajbHEHY OIL[IHKY IHTErPaJIbHOI BPa3JIMBOCTI KOMIOHEHTIB MEPEXKi.
OTpumaHi OLIIHKA BUKOPHUCTOBYIOThCS A1 (opMyBaHHA (PakTiB B OHTOJOTIYHINA 0asi
3HaHb, 110 J03BOJISIE MEpelaBaTh pe3ybTaTH aHajli3 y Bpa3iUBOCTEH JO HACTYITHOTO
pPIBHS - OTPUMAaBIIMH TMOJAJBIIMI PO3BUTOK METOJ OLIHKM PU3MKIB - 0€3 BTparu
3MICTOBOTO KOHTEKCTY. Takuit miaxiz 3abe3nedye OUTbI MOBHUM TIEPEXi] Bl TEPBUHHUX
napameTpiB ¢yHKionyBanHs BCM 10 iHTeprpeToBaHMX 3HaHb PO MOTEHIIMHO

HeOe3mneyHl CTaH! 11 KOMIIOHEHTIB.
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Metoa OIIHKM PU3UKIB BHUKOHYE arperyBaHHs 1HQopmalii mpo Bpa3IuBOCTI,
TEXHIYHI XapaKTePUCTUKN MEPExXi, (PaKTOPU CEepeOBHINA Ta 30BHIIIHI BILTUBU 3 METOIO
BHU3HAUCHHS IHTErPAIbHOTO PU3MKY ISl OKPEMHUX BY3JiB, KaHATIB 1 MEPEXi B IIIIOMY.
Meron 3abesneuye I1HTETpyBaHHS pe3yJIbTaTiB aHalll3 y Bpa3IUBOCTEH, KOHTEKCTY
MOTOYHOTO CTaHy Mepexi, (PaKTOpiB CepeqOBHINA Ta 30BHINIHIX BIUIMBIB Yy MexXax
€IMHOTO (POPMATILHOTO PHU3MKOBOrO ToJaHHs. Ha BIAMIHY BiJl JIOKaJbHUX CXEM
OILIIHIOBAHHS, IO IPYHTYIOTHCA JIMILIE HAa OJHOMY KJaci MOKa3HUKIB, 3alpPONOHOBAHUM
METOJ TO€ETHYE PI3HOPIAHI pKepena iHGopmamii y Mexax €IuHOI y3arajabHEHOI
OaratopiBHEBOiI MojeNi. Y HIA BpaxoBYIOTbCS IMOBIPHICTh BHUHUKHEHHS 3arposw,
IHTEHCUBHICTh 11 BIUIMBY, KPUTHYHICTh ISl (DYHKLUIOHYBaHHS MEpEXl, 3HAYYIIICTh
(13MYHMX Ta 30BHIIHIX (PaKTOPIB, a TAKOK MOTEHIIIITHI BTPATH BiJ peainizalii He0axaHuX
noiit. PesyiapTaTom poboTH MeTOy € POpMyBaHHS KapTH PU3UKIB, SIKA MICTUTh HE JIUIIIE
YKCIJIOB1 OLIIHKY, a ¥ IPIOPUTETU pearyBaHHs i p13HUX KomrnoHeHTiB bBCM. BaxmnuBo,
0 PO3ILT MIAKPECIIOE MOXKJIMBICTh aJanTariii BaroBuX Koedili€HTIB 1€l Mojenl
3aJIe’KHO BiJI 3MIH YMOB €KCILTyaTailii, 0 poOUTh OIIHIOBAHHS PU3UKY JUHAMIYHUM, a
He (ikcoBaHuM. Came 11 BJIACTHBICTh JO3BOJIIE BHUKOPHUCTOBYBATU PE3YJbTATH
OIIIHIOBAHHS HE TUIBKM JUIS TACHBHOTO aHali3y, a W SIK OCHOBY JUISl TOJAJIBIIOTO
BUPOOJIEHHS KEPYIOUUX PILIEHDb Y 3aMKHEHOMY IIUKJI1 YIPABIIIHHS.
3aBeplIaJibHUM €JIEMEHTOM TPETHOIO PO3/UTY € METOJI aAaNTUBHOTO KEPYBaHHS, Y
MeXaxX SIKOTO peai3yeThcsi MeToll (popMyBaHHS pEeKOMEHIAIlN MO0 pearyBaHHS Ha
Mo3alTaTHI cuTyalii B 0e31poTOBii ceHCOopHi Mepexi. Ha mpomy piBHI pe3ynbTaTw,
chopmoBaHi MeTooM omnucy Mepexi, MeTo1oM BHSBIECHHS Bpa3duBocTer 1 MeToaom
OL[IHKA PHU3MKIB, Y3arajbHIOIOTBCS Ta BHUKOPUCTOBYIOTHCS JJII  BUPOOJICHHS
OOTPYHTOBAHMX PEKOMEHJAIN N[00 JOUUIBHMX KOHTP3aXO/iB, CHPSIMOBAHMX Ha
crabumzaiiio (QyHKIIIOHYBaHHS MEpPEXi Ta 3HIKEHHS pIiBHS pusuky. [lo Takux
pEKOMEHalii MOXKYTh HaJjeXaTH 3MiHA PEKUMIB pOOOTH BY3IIB, MEpeMapUIpyTHU3aLIIs
Tpadiky, OOMEKEHHS y4acTi JACTpaJoBaHMX KOMIIOHEHTIB Y MEPEXEBid B3ae€MOIIi,
MOCWJICHHS MOHITOPUHTY a00 yTOuHEHHs mapamMeTpiB kepyBanHa. CdopmoBaHi
pekoMeHanli MOXyTb OyTH MOJaHl omeparopy abo mepeaaHi 30BHINIHIA CHCTEMI

KEepyBaHHsS Uil TOJANBIIOTO MPUHHATTA pillIeHHS MoA0 iX peanizauii. BaxmmBoro
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CKJIAJIOBOIO I[LOTO METOJy €  3BOPOTHOrO 3B’A3KY, SIKMIl BpaxoBYy€ pe3yibTaTH
3aCTOCyBaHHA C(OpPMOBaHUX pekoMmeHpaariii. Takuii 3BOpPOTHUN 3B’SI30K MICTHTH
BiJIOMOCTI PO 3MiHY pPIBHS PU3UKY, XapaKTep OHOBJIECHOTO KOHTEKCTY (hyHKI[IOHYBaHHS
MEpEexXi, CBOEYACHICTh pearyBaHHs Ta MOXJIMBI JOJATKOBI BUTpaTu pecypciB. OTpuMaHa
iH(popMallid MOBTOPHO HAAXOJIUTH O CHCTEMU W BHUKOPUCTOBYETHCS ISl YTOUHEHHS
MHOXXHHHM JOMYCTUMUX PEKOMEHJallli, iX MPIOPUTETHOCTI, MPAaBUJI CEMaHTUYHOIO
31CTaBJICHHS Ta MOJITUK pearyBaHHs. TakuM 4YMHOM, Y TPETbOMY P03/l CPOpMOBAHO HE
MPOCTO CYKYMHICTb OKPEMHUX METOIB, a IUIICHY apXITeKTypy OaratopiBHEBOi
OHTOJIOTIYHOI CHCTEMH MOJEeNi-areOpy, sika 3a0e3nedye CeMaHTHUYHO-Y3TOJKEHE
nofanHs crta”HiB BCM, BUSBIIEHHS BpAa3lIMBOCTEH, OIIHKY PHU3UKY Ta MIATPUMKY
OPUIHSTTSA PillIeHb IIOA0 pearyBaHHS B TPOMHUCIOBUX YMOBAX, 110 CTBOPIOE OCHOBY JJIS
MOJAJIBIIO MPOTPAMHOI pealtizallii Ta IMITAlIHHOTO JOCHIKEHHS 3alpOorOHOBAHOTO
MIJIXOY.

Y d4erBeproMy po3miii aucepraiiiiHoi poOOTH PO3TIIAHYTO peasisallio,
BIIPOBA/XKCHHSI Ta MOPIBHSJIBHUYN aHajl3 3allpOIMIOHOBAHO1 OaraTopiBHEBOI OHTOJIOTTYHOT
Mojieni  0e3apoTOBOi  CEHCOpHOI Mepexi. Po3ain  crpsMoBaHuN Ha MpPaKTUYHE
MATBEP/KEHHS MPUJATHOCTI MOJIETIEH Ta METO/IIB 10 BUKOPUCTAHHS B 3a7a4ax OMHCY
CTaHy MeEpEeXl, BHUSBIICHHS BpAa3JMBOCTEW, OI[IHIOBaHHS pPHU3UKY Ta (HPOPMYBaHHS
pPEKOMEHJAIIN 1010 pearyBaHHS Ha IO3aIlITaTHI CUTyalii. ¥ Mexkax IbOro PO3ALTY
BHU3HAYCHO MPU3HAYCHHS Ta OCHOBHI 3ajadl peaizallii MoJeseil Ta METOIB, OMUCAHO
apXiTEKTypy ii 0OyI0BU, a TAKOK MOKA3aHO, SIK KOHIENTYaJIbHI MTOJIOKEHHS MOTEePeTHIX
PO3AUTIB MOXKYTh OYyTH BHKOPHUCTaHI SIK OCHOBa JJisi mpuKiagaHoro ananizy bBCM vy
JUHAMIYHUX YMOBaxX (PyHKIIOHYBaHHSI.

ApxiTekTypa peanizalii MoJeneil Ta METOJIB MojaHa SIK Y3ro/JKEeHa CHUCTEeMa
B3a€MOINOB’A3aHUX (DYHKLIOHAJIBHUX CKJIA0BUX, Y MEXaxX SKOi MOEIHYIOThCS OIHC
CTPYKTYPH MEpEXi, OJaHHS KOHTEKCTY ii ()yHKIIIOHYBaHHS, OLIHIOBaHHS BPa3IMBOCTEM,
y3arajbHEHHS pU3HKIB 1 (OpMYBaHHS peKOMEHAAIH 1moa0 pearyBaHHs. OKpemy yBary
MPUAUICHO peaizallii mporeayp OIIHIOBAHHS KOHTEKCTY, IHTETPaIbHOT BPa3IUBOCTI Ta
pU3HMKY 3 METOAIB (CHemiajJbHuX orepaiiid OaraTOpiBHEBOI MOJeNl), IO Aa€ 3MOTY

MPOCTEKUTU TMOCIIJOBHICTh MEPEXOAYy Bl MEPBUHHUX MEPEKEBHX MapaMmeTpiB 0
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y3arajbHeHUX aHATITUYHUX OLIHOK. {7 IIbOTO PO3TISHYTO METOIUKH BHUKOPUCTAHHS
CTPYKTYPHUX, KOHTEKCTHUX, BPA3JUBICHHUX 1 pPU3UKOBUX XapPAKTEPUCTHK MEPEXKi B MEKaX
€IMHOI TEXHOJIOTI{ 10 aHaITi3y ii CTaHiB.

VY po3aiii TaKOXK MOJIAaHO CIieHaPii TOCTiHKEHHS (YHKI[IOHYBAaHHS MOJIEII B PI3HUX
YMOBax BIIPOBAKEHHS 1 POOOTH MEpexki Ta HaBEJECHO aHaNi3 OTPUMAHUX PE3yJIbTATiB.
Ile mo3Bosisie OLIHMUTH, SIK 3MiHA MapameTpiB craHy kommnoHeHTiB BCM BmnuBae Ha
Bpa3NUBICTh, PU3UK 1 3MICT PEKOMEHJAIlI MO0 pearyBaHHs. 3aBepliajibHa YacTHHA
PO3iTy IPUCBSYCHA MTOPIBHSIHHIO 3aITPOIIOHOBAHOT TEXHOJIOTIT 3 ICHYIOUMMHU METOIaMH,
a TakoX BU3HA4YEHHIO ii mepeBar, OOMEXEHb 1 MPAKTUYHOI IIHHOCTI. Y pe3ysbTari
YETBEPTUM PO3LT JEMOHCTPYE Mepexiy BiJ popMaii3oBaHOro MOJaHHs OaraTopiBHEBOI
OHTOJIOTIYHOI MOJEJI 0 ii NPAaKTUYHOTO BHUKOPUCTAHHS $IK TEXHOJIOTI aHami3y Ta
HIATPUMKU TPUUHATTS PillIeHb Y O€3pOTOBUX CEHCOPHUX MEpExkKax.

Kntouosi cnosa: 06e31poTOBa CEHCOpHA MeEpeka, OaraTopiBHEBa OHTOJIOTIYHA
MOJIeNIb, aHaJi3 PHU3HKIB, PU3UK-OPIEHTOBAHE YIIPABIIHHS, METOJ CEMaHTHYHOIO
BUSBJICHHS Ta JIOTYBaHHS CTaHIB KOMIIOHEHTIB, METOJI aHalli3y BPa3UBOCTEH, METO]
OLIIHKA PHU3MKIB, METOJl aJaNTUBHOIO KEPYyBaHHs, HEUITKa JIOTriKa, HEYITKI MOl

BHCHOBOK, OHTOJIOTTYHE MOJIEIIOBAHHS, IMITAI[IliHE MOIEITIOBAHHSL.
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ABSTRACT

Shtilman P.R. Multi-Level Ontology for Risk Analysis in Wireless Sensor
Networks. — Qualifying scientific work submitted as a manuscript.

Dissertation for the degree of PhD in specialty 123 — Computer Engineering. —
Odesa Polytechnic National University, Ministry of Education and Science of Ukraine,
Odesa, 2026.

The introduction of the dissertation substantiates the relevance of the research
topic, which is devoted to the development of a multilevel ontology for risk analysis in
wireless sensor networks to support risk-oriented management under conditions of
uncertainty and cyber-physical threats. The aim and main objectives of the work are
formulated, and the object, subject, and research methods are defined. The scientific
novelty and practical significance of the obtained results are presented. Information is
also provided on the approbation of the research results, the author’s publications, and the
structure of the dissertation.

The first chapter of the dissertation provides a systematic analysis of the current
state of research in the field of wireless sensor networks and the approaches used to ensure
their efficient, reliable, and secure operation. The architectural features of WSNs, the
principles of interaction between sensor nodes, mechanisms of data transmission and
aggregation, and methods of network management under conditions of limited resources
are considered. Considerable attention is paid to the analysis of clustering protocols, in
particular LEACH and its modifications, as well as approaches to routing optimization,
load balancing, and reduction of energy consumption. Means of improving the reliability
of communication channels, methods for reducing the influence of interference and
topology degradation, and approaches to representing the state of the network in
intelligent monitoring and control systems are considered separately. For each class of
solutions, the main advantages, limitations, and areas of appropriate application are
identified, taking into account the specifics of industrial environments in which WSNss
operate under the influence of electromagnetic interference, environmental changes,

channel instability, and high requirements for operational continuity.
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The analysis was based on a set of criteria that made it possible to compare known
approaches within a unified evaluation framework. These criteria include energy
efficiency, adaptability and self-organization capability, resilience to individual node
failures, routing and data aggregation quality, sensitivity to environmental influences, the
availability of mechanisms for detecting threats and vulnerabilities, and suitability for use
in industrial WSNs with increased reliability requirements. In addition, the possibility of
a formal, semantic, or ontological description of the network structure and current state
was defined as a separate criterion. This comparison showed that the vast majority of
existing solutions are focused on solving local tasks, such as reducing energy costs,
improving routing, or increasing throughput, but do not provide a holistic description of
the network as a complex dynamic system. In most cases, the parameters of nodes,
communication channels, operating context, and external influences are considered
separately, without taking into account their interdependencies, which significantly limits
the possibility of building coherent mechanisms for analysis and management.

Within the first chapter, approaches to assessing vulnerabilities, threats, and risks
in wireless sensor networks are also analyzed. It is established that most existing models
are based on statistical, probabilistic, or heuristic approaches, which are useful for
assessing individual characteristics of danger but do not provide sufficient flexibility for
operating under conditions of incomplete, vague, and variable input data. As a rule, such
approaches do not combine the structural description of the network, telemetry indicators,
contextual states, detected vulnerabilities, and the consequences of their realization within
a single formal system. This creates a gap between the network monitoring level, where
primary data on WSN operation are accumulated, and the decision-making level, where
justified countermeasures for risk reduction should be formed. It is also established that
existing protocols, including energy-efficient clustering schemes, do not support a
semantic description of network operating contexts and do not allow formalized logical
inference regarding critical states of its components.

The generalization of the results of the analysis made it possible to identify the
main problems that remain unresolved at the current stage of WSN development. These

include the absence of a universal semantic model for representing network states,
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insufficient integration between energy, communication, security, and risk parameters,
limited possibilities for adaptive response to environmental changes, and insufficient use
of formal knowledge to support logical inference and decision-making. It is shown that
overcoming these limitations requires the development of an integrated approach that
combines the structural description of the network, vulnerability models, mechanisms for
dynamic risk assessment, and adaptive control within a single conceptual framework.
Therefore, the first chapter substantiates the expediency of creating a multilevel
ontological model of risk-oriented management of wireless sensor networks and
formulates the aim and main objectives of the further research.

In the second chapter of the dissertation, fuzzy models of a sensor node and a
communication channel are further developed, and generalized models for formalizing
the states and behavior of wireless sensor network components under uncertainty are
proposed. The main attention is focused on constructing a mathematical and linguistic
apparatus that allows the parameters of nodes and communication channels to be
described not only as precise numerical values, but also in the form of fuzzy estimates,
which is more adequate for real WSN operating conditions. This approach is due to the
fact that, in industrial environments, a significant part of the input information is
incomplete, noisy, unstable over time, or expert-defined. The use of fuzzy logic, linguistic
variables, and a complete orthogonal semantic space made it possible to move from rigid
deterministic descriptions to a flexible representation of network parameters suitable for
further integration into a multilevel ontological model of risk-oriented management.

Within the chapter, a general model of a technical system with input and output
parameters is first formed, among which clearly defined and fuzzily defined quantities are
distinguished. This made it possible to construct a generalized scheme for describing a
system in which uncertain parameters are represented through linguistic terms and
membership functions. For this representation, a complete orthogonal semantic space is
introduced, on the basis of which term sets of linguistic variables are formed and
triangular membership functions are defined. The main mathematical operations on fuzzy
quantities are then determined, and generalized relations are obtained for calculating the

characteristics of systems with a combination of crisp and fuzzy input and output
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parameters. The proposed formalism became the basis for constructing models of specific
WSN components and ensured the possibility of describing their functioning in a coherent
mathematical form.

Based on the developed approach, a fuzzy model of a sensor node as one of the key
network elements is constructed. The model takes into account four basic components of
a node: the sensor, transceiver module, processor, and power source. Possible states of
operability are defined for them, dependencies between individual components are
analyzed, and it is shown that node operation is determined not by the isolated
characteristics of individual elements, but by their combined interaction. Given the
impossibility of accurately determining failure probabilities under complex operating
conditions, a set of linguistic variables is introduced to describe the node state,
characterizing the probability of operability of its main components and the general ability
of the node to perform its functions. This made it possible to formalize both a fully
operational mode and partially degraded states, including modes in which the node loses
its sensing functions but retains the ability to relay data.

The second chapter also develops a fuzzy model of a communication channel,
which takes into account bandwidth characteristics, information aging intensity,
downtime, uptime, availability coefficient, and unreliability. The channel is considered as
a queuing system; however, unlike classical models, its parameters are represented in
fuzzy form, which makes it possible to account for the incompleteness or vagueness of
information about the real state of data transmission. On this basis, relations are obtained
for estimating effective bandwidth, the intensity of information degradation, and the
probability of packet transmission in the communication channel. As a result, it is shown
that the developed fuzzy models of nodes and channels provide a more adequate
representation of the multifactorial nature of WSN operation, can be adapted to different
practical scenarios, and create a theoretical basis for further integration into ontological
methods of network description, vulnerability analysis, risk assessment, and adaptive
control.

In the third chapter of the dissertation, an integrated multilevel ontological model

and an algebraic system of a wireless sensor network are developed for the first time, and
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a set of its key methods is formalized, namely: the network description method, the
vulnerability detection method, the risk assessment method, and the adaptive control
method. The construction of these methods is aimed at creating a holistic semantic-
algebraic framework of the model, which provides a coherent representation of the
network structure, the current states of its components, detected vulnerabilities, assessed
risks, and control actions. Unlike traditional approaches, in which monitoring, threat
analysis, and decision-making tasks are considered separately, the proposed model
integrates them into a single knowledge system suitable for logical inference, knowledge
reuse, and adaptation to changing operating conditions. This approach makes it possible
to move from a fragmented description of WSN parameters to a comprehensive
representation of the network as a dynamic cyber-physical system whose operation is
determined by the interaction of technical, environmental, and security factors.

Within the chapter, the method of semantic identification and logging of WSN
component states is first formed, performing the function of the basic level of the
multilevel ontology. This method was further developed by ensuring the coherent
transformation of telemetry data, topological information, and the results of fuzzy
evaluation into formalized ontological representations of the current WSN state. It
provides semantic representation of the WSN topology, node characteristics,
communication channel parameters, energy indicators, delays, load, and other attributes
that reflect the current state of the network within the current state of the multilevel model.
The method provides for the representation of both static characteristics related to the
network configuration and dynamic parameters that change during its operation. As a
result, it creates an ontological context within which telemetry data, the results of fuzzy
models of the communication channel and node, and logical inference rules can be
interpreted. The chapter separately emphasizes that this method is the entry point for
transforming primary network information into formalized ontological representations
suitable for further analysis. Thus, the method of semantic identification and logging of
component states not only structures data on nodes and connections, but also forms the

basis for constructing a complete semantic model at a specific point in time.
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The next important component of the third chapter is the improved method of
vulnerability analysis, intended for the logical detection, classification, and formalized
representation of critical states of nodes and communication channels. Its relevance is due
to the fact that industrial wireless sensor networks operate under conditions of limited
energy resources, electromagnetic interference, degradation of communication channels,
physical damage to components, and increasing cyber threats. Within this method,
vulnerability analysis i1s improved on the basis of ontological rules and the semantic
combination of structural, contextual, topological, and environmental characteristics, and
a generalized assessment of the integral vulnerability of network components is proposed.
The obtained assessments are used to form facts in the ontological knowledge base, which
allows the results of vulnerability analysis to be transferred to the next level - the further
developed risk assessment method - without loss of semantic context. This approach
provides a more complete transition from the primary operating parameters of a WSN to
interpreted knowledge about potentially dangerous states of its components.

The risk assessment method aggregates information about vulnerabilities, technical
characteristics of the network, environmental factors, and external influences in order to
determine the integral risk for individual nodes, channels, and the network as a whole.
The method ensures the integration of vulnerability analysis results, the context of the
current network state, environmental factors, and external influences within a single
formal risk representation. Unlike local assessment schemes based on only one class of
indicators, the proposed method combines heterogeneous sources of information within a
single generalized multilevel model. It takes into account the probability of threat
occurrence, the intensity of its impact, criticality for network functioning, the significance
of physical and external factors, and the potential losses caused by the realization of
undesirable events. The result of the method is the formation of a risk map that contains
not only numerical estimates but also response priorities for different WSN components.
It is important that the chapter emphasizes the possibility of adapting the weight
coefficients of this model depending on changes in operating conditions, which makes

risk assessment dynamic rather than fixed. This property allows the assessment results to
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be used not only for passive analysis, but also as a basis for the further development of
control decisions within a closed management loop.

The final element of the third chapter is the adaptive control method, within which
the method for forming recommendations for responding to abnormal situations in a
wireless sensor network is implemented. At this level, the results formed by the network
description method, vulnerability detection method, and risk assessment method are
generalized and used to produce substantiated recommendations regarding appropriate
countermeasures aimed at stabilizing network operation and reducing the risk level. Such
recommendations may include changing node operating modes, rerouting traffic, limiting
the participation of degraded components in network interaction, strengthening
monitoring, or refining control parameters. The generated recommendations may be
presented to an operator or transmitted to an external control system for further decision-
making regarding their implementation. An important component of this method is
feedback, which takes into account the results of applying the generated
recommendations. Such feedback contains information about changes in the risk level,
the nature of the updated network operating context, the timeliness of response, and
possible additional resource costs. The obtained information is returned to the system and
used to refine the set of admissible recommendations, their priority, semantic matching
rules, and response policies. Thus, the third chapter forms not merely a set of separate
methods, but a holistic architecture of a multilevel ontological model-algebra system that
provides semantically coherent representation of WSN states, vulnerability detection, risk
assessment, and decision support for response in industrial conditions, creating a basis for
further software implementation and simulation research of the proposed approach.

The fourth chapter of the dissertation considers the implementation, deployment,
and comparative analysis of the proposed multilevel ontological model of a wireless
sensor network. The chapter is aimed at practically confirming the suitability of the
models and methods for use in tasks of describing the network state, detecting
vulnerabilities, assessing risk, and forming recommendations for responding to abnormal
situations. Within this chapter, the purpose and main tasks of implementing the models

and methods are defined, the architecture of their construction is described, and it is shown
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how the conceptual provisions of the previous chapters can be used as a basis for applied
WSN analysis under dynamic operating conditions.

The architecture for implementing the models and methods is presented as a
coherent system of interrelated functional components that combines the description of
the network structure, representation of its operating context, vulnerability assessment,
risk generalization, and formation of response recommendations. Special attention is paid
to implementing procedures for assessing context, integral vulnerability, and risk using
the methods, that is, the special operations of the multilevel model, which makes it
possible to trace the sequence of transition from primary network parameters to
generalized analytical assessments. For this purpose, approaches to using structural,
contextual, vulnerability-related, and risk-related characteristics of the network within a
unified technology for analyzing its states are considered.

The chapter also presents scenarios for studying the functioning of the model under
different conditions of network deployment and operation and analyzes the obtained
results. This makes it possible to assess how changes in the state parameters of WSN
components affect vulnerability, risk, and the content of response recommendations. The
final part of the chapter is devoted to comparing the proposed technology with existing
methods, as well as determining its advantages, limitations, and practical value. As a
result, the fourth chapter demonstrates the transition from the formalized representation
of the multilevel ontological model to its practical use as a technology for analysis and
decision support in wireless sensor networks.

Keywords: wireless sensor network, multilevel ontological model, risk analysis,
risk-oriented management, method of semantic identification and logging of component
states, vulnerability analysis method, risk assessment method, adaptive control method,

fuzzy logic, fuzzy models, inference, ontological modeling, simulation modeling.
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