AHOTAIIS

Tixonos C.B. MeToa KpUNTO-CTIHKOTO TUHAMIYHOTO KOJYBAaHHS 1 PO3IMOALTY
naHux MooiTpHOT ad-hoc Mepexi InTepHery peueit. — KBamidikariiiina HaykoBa mparis
Ha MpaBax pyKOMHCY.

Hucepramisi Ha 3700yTTS HAyKOBOTO CTymeHS JAokTopa ¢imocodii 3a
cnemianpHicTiIO 123 — Komm'torepHa iHxkeHepis. — HailoHanpHUN yHIBEpCUTET
«Onecbka moJliTexHika», MiHICTepcTBO OCBiTH 1 Hayku Ykpainu, Onxeca, 2026.

HucepraiiiiiHa poOoTa TMPUCBSIYEHA BUPIIICHHIO aKTyaJlbHOI HAyKOBO-
MPUKJIAJHOI 33]1a41 CTBOPEHHS MPOAKTUBHUX METOIB KPUITOCTIMKOTO TMHAMIYHOTO
KOJyBaHHS 1 pO3NOJAUTY JAHUX JUIsl MIJBUILEHHS 3aXUCTy 1H(OpMalli B cUcTeMax Ta
Mmepexkax [HTepHery pedeid.

Y Berymi HaBeleHO OOIPYHTYBaHHSI aKTYallbHOCTI TEMHU JOCHIIKCHHS,
MIJIKPECICHO HENOJIKM HasgBHUX MoOjelel 1 MeToliB y cdepl kidepOe3neku, IIo
poOuTh ix Hee()eKTUBHUMHU MPOTU HEBIJIOMUX paHIIIE aTak 1 3ajuIla€e MPOTaJuHu B
3axucTi. [loka3aHo 3B’S30K poOOTH 3 HAYKOBUMH IporpamMamu, IUIAHAMH 1 TEMaMHu.
Busnaueno o0’exT, mpenmeT, MeTy, 3ajadi 1 MeToau JociimkeHHs. HaemeHo
HAyKOBY HOBH3HY Ta TMpaKTUYHE 3HAYEHHS OTPUMAaHUX PE3yNbTaTiB. BUCBITIICHO
0COOMCTHI BHECOK 3700yBaya B HAYKOBHX MYyOJiKallisfX 3a TEMOK JUCEPTALlTHUX
nociimxkenb. HaBenmeni nani mpo ampoOailiro, BUKOPUCTaHHS 1 BIPOBAHKCHHS
pe3yJbTaTiB AUCEepTaIiiiHOT poOoTH, TTPO MyOJiKalli 3100yBaya Ha TEMy JUCepTallii,
a TaKOXX HaBeJIeHa 1H(OopMaIllis PO CTPYKTYPY 1 00CsT AuCepTallii.

VY nepmomy po3aiji mucepTariitHoi poOOTH MPOBENACHO AHATITUYHUN OTJIS]T
npoOemMu 3axucTy 1HQopMalii 1 ynpaBiaiHHS PO3MOAIIOM JIaHUX B KOMIT FOTEPHUX
CHUCTEMaxX Ta MEpekax y 3B’SI3Ky 13 CTPIMKUM BIPOBAKEHHSIM MOOUTBHUX MEPEK
InTepuery peueii (IoT) y npoMucioBicTs, 000pOHY 1 MOBCSKAEHHE XUTTA. Ha ocHOBI
CHUCTEMHOTO TIiAXOay, IOCIIPKCHO PO3BHTOK ETAJIOHHUX Mojenel [HTepHeTy Yy
KOHTEKCTI 1H(opmaIiiitHoi 6e3nexu Ta cydacHi Kpuntorpadiyai TexHosorii [arepuery

peuen.
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[IpoananizoBaHo iCHYIOUI MPOTOKOJU 1 CTAaHAAPTH 3aXUCTy B OE3MPOBITHUX
iHTepdeiicax WiFi, a Takox mMojeni 1 METoAu yrpaBiaiHHS HU(POBUMHU TOTOKAMH B
MoOUTbHIX ad-hoc mepexkax [HTepHeTy pedeil.

AHai3 po6iT y cdepi 3axucty iHbOpMAaIIi 1 YIIpaBIiHHSI PO3MOJILIOM JIaHUX B
KOMIT IOTEpPHUX CHUCTeMaxX Ta Mepexkax MoKa3aB, 0 Ha MOTOYHUNA MOMEHT CTBOPEHO
edekTuBHI eTanoHHi Oe3mexoBi Moxaeni [HTepHeTy peueil Bin opranizamiid [oT-WF,
NIST. HocarnyTo Bucokoi kpuntorpadpigyHoi CTIHKOCTI IUGPIB 1 KPUITO-MPOTOKOJIIB
(mmup AES, mporoxon GCMP, aBrentudikamis SAE, crangapt WPA3). IchyroTh
IIBUJIKI MOJIENII Ta aJTOPUTMH ONTHMI3aIlli MOTOKIB JaHuX B Mepexax (“Push-
Relabel”). TlotyxHuM iHCTpyMeHTOM 3axucty 1 ontumizamii mepex loT e
Bukopuctanus 1. Pa3oM 3 TUM, ICHYIOTh HEBUPILIEH] MUTAHHS Ta BUKJIUKH, 30KpPEMA,
KOHCEPBATU3M 3aCTapLIMX TEXHOJOTIH, M0 CTPUMYE BTUICHHS HOBHX O€3MEKOBUX
pillleHb MOBEPX HASBHUX, & TaK0X pPEAKTHUBHUM MIAXIJ [0 3aXUCTy JaHUX B
KOMIT FOTEPHUX MepexKax (BUSABIIECHHS 3arpo3 1o gakty). OKpiM TOro, € HEAOCTATHLOIO
IIBUJIKOJIIST ONTHUMI3AIll MOTOKIB pealbHOro dacy B MoOUTbHUX ad-hoc mepexkax.
3anuImaeTbCss MOMJIMBICTh JIOJAATKOBOTO 30UIBIIEHHS MAaKCUMAJIBHOTO TMOTOKY
NUIIXOM JUHAMIYHOI pe-KOH(Irypallii KaHamiB 3B’S3Ky MNpPU IMIBUIKUX 3MIHAX
CTPYKTYPH MEPEKI.

3po06eHO BUCHOBOK, IO ICHYIOY1 PIIIEHHS HEAOCTATHI MJI KOMIUIEKCHOI
HNIATPUMKHA CY4acHUX BHUMOT JO KOJYBaHHS, 3aXUCTy 1 YNPaBIIHHA JaHUMH B
MoOuTbHHX ad-hoc Mmepexax loT. € morpeba y mocT-kpunTorpapiyHOMY 3axXHUCTI
JAHUX HE3aJIeXKHO BIJI ICHYHOYOI arapaTtHOi MiATPUMKH, MPOAKTUBHHX METOJaX
JUHAMIYHOTO KOJYBaHHS 3axHCTy 1 PpO3MOAUTY NaHUX, YCYHEHHS BpPa3JIMBOCTI
3acTapuIMX OMNEepaliiHUX TEXHOJOTIA, a TaKOXX 3MEHIIEHHSI BIUIMBY JIIOJICBKOTO
bakTopy y mUTaHHSIX KiOepOe3neKu.

VY 3B’s3Ky 3 IIMM, MOCTaBJICHO 3aBJaHHS IIOJO0 CTBOPEHHS METOAY KPHUIITO-
CTIMKOIO IMHAMIYHOTO KOJYBaHHS Ha OCHOBI OaraTopiBHEBOI (hOpMalIbHOI IpaMaTUKH
1 ToOyJOBH HENETEPMIHOBAHOI MPUKIATHOT MAIIMHU THIOPUHTA, a TaKOXK
KOMIT FOTEPHUX QJITOPUTMIB KPUITO-CTIMKOTO AMHAMIYHOTO KOJIYBAHHSA 1 PO3MOALTY

nanunx ad-hoc mepexi [HTepHeTy peueit.



3

VY npyromy po3aiiai aucepraiiiiinoi poO0TH OOIpyHTOBAHO OCHOBHI T€OPETHUYHI
MOJIOKEHHSI IIOJ0 CHUHTE3y MOJENl 1 METOAY KpHUITO-CTIHKOro JUHAMIYHOTO
KOAYBaHHS JaHUX JJIS MiJBUIIEHHS PiBHS Kibep3axucty MobinpHOI ad-hoc mepexi
IaTepuery peueit. ChopMyIbOBaHO NEPII TPU HAYKOBI Pe3yIbTaTH POOOTH.

JlocimkeHo eBOIOIII0 eKocucTeMu podoToTexHikn “Robotics Eco-System”, a
TaKO)X METOAM 1 MOJENl aBTOMAaTU30BAaHOTO MPOEKTYBAaHHS pOOOTH30BaHHUX
MOOUTPHUX KOMIUIEKCIB 1 TuiaTdopm. IIpoaHamizoBaHO 0COOJMBOCTI KOJIYyBaHHS 1
CTPYKTYpH3allii JaHUX Y TEXHOJIOT1sIX JokaabHuX Mepex Ethernet Ta 11 6e3npoToBoro
ananory texnosorii WiFi. O6rpynToBaHo GaratopiBHeBa ¢popMalibHa rpamMaTHKa JIst
THYYKOi CTpYKTypu3ailii ¢ppeitmiB MoOLIbHOT ad-hoc mepexi [nTepHeTy peueil.

PosrnsnyTo y3araabHeHY (PYyHKIIOHAIBHY CXE€MY JUCTAHIIMHOTO YIpaBIiHHS
MOOUTbHOIO TuTaTPopMoro [HTEpHETY peueii. Po3po0ieHo TpUpIBHEBY CTPYKTYpPY
1HTEpPeiciB  poOOTHU30BAHOTO MOOILIBHOTO KOMIUIEKCY, a TakKoX (OpMalibHY
rpamMatuky noOyoBu (ppeiimMiB B KaHal 3B’ SI3KY 3 TPIMKOBUM JIIHIMHUMH CUTHAJIaMU
JUIST HECTaHJApTHOTO YTBOPEHHS IU(POBOTO MOTOKY 3 OKPEMUX HE3aJICKHUX
(GYHKLIOHAJIBHUX €JIEMEHTIB y JOBUIBHOMY MOpANKY 1 ckiaai. Ha ocHOBI 1poro,
YIOCKOHAJIEHO MOJIe]h JMHAMIYHOTO KOJYBaHHS NaHuX MoOuUTbHOT ad-hoc mepexi
[nTepHeTy pedeit, 1o A03BOJIsIE€ 30UIBIIUTH €PEeKTUBHICTh KaHaMy Yy 1.5+6.6 pa3iB Ta
YCKJIQAHUTH MOro 3J1laM 3a pPaxXyHOK CKOPOYEHHs Ciyx00Boi 1H(opmamii i
HernepeadauyBaHOTO opMaTy JaHuX (Mepuinii HAYKOBHIl pe3yJbTar).

Busnaueno cuctemy KoMaHJ 1 y3araJibHeHy (GoOpMaibHy TpaMaTuky js
NPUKIAAHOI MamuHu ThIOpUHTA 3 MpaBWJIAMHU CEMAaHTUKH TMOTOKOBOTO KOIYBaHHS
¢peiimiB. Po3pobiieHo HeneTepMiHOBaHY MallMHy ThIOpHHra JUisl CTPYKTypH3alii
JIAHUX B KaHaJl 3B’ SI3KY, 6IOMIHHY muM, 1110 YEPE3 BUMAJAKOBI IHTEPBAJIHU Yacy, KOJIOBI
KOPTEX1 KOMaH/I IEPEMIIITYIOThCS 1 3MIHIOIOTH CBOIO CEMAHTHUKY Y TIOPSIKY BIIOMOMY
JWIIe KOHKPETHOMY ajapecaTy. TakuM YUHOM, Ompumana nooaibuiull po36Umox
METOJIMKa 3aCTOCYBaHHS TE€OPii aBTOMATIB, W0 00380.i51€ CTBOPIOBATH PI3HOMAHITTS
QITOPUTMIB KpUNTOrpadiyHOTO 3axXHCTy iH(OpMAIli HE3alekKHO BiJl 1CHYIOUYHX

anapaTHO-IPOrpaMHUX 3aco01B (APYruii HAYKOBHUI pe3yJibTar).
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Bnepwie 3anponoHoBaHO CIoci0 JUHAMIYHOI CHHXPOHI3AIlli MpodUIBHOTO
KJIF0Ya KPHUIITO-CTIMKOTO KOJYyBaHHS MIX OOpPTOBUM KOHTPOJEPOM MOOIIBHOTO
00’ekTy Ta 0a30BOI0 CTaHI€I0 JUCTAHIITHOIO yMpaBiIiHHI Ha OCHOBI
HEJIETePMIHOBAHOT MaIIMHU ThIOPUHTA, GIOMIHHUL MuM, IO HA KOXHY MICIIO
MOOUTBHOTO 00’€KTY T€HEPYETHCS 1 3aKIAAAETHCS B TIaM SITh 000X CTOPIH YHIKaJIbHA
BUIIAIKOBA MOCIIOBHICTh MPOPUIBHUX KITIOYiB, @ HOMEP KJII0Ya y il MOCI1A0BHOCTI
BIJIirpa€e poJib BIAKPUTOIO KJIrOoUa JIs Tepefadl Mo KaHally 3B’SI3KY, w0 00380J5€
MiABUIIUTA TPOAKTUBHMUMA KIOEpP3axUCT MeEpexXi, CIPOCTUTH MOro amapaTHoO-
MpOTrpaMHy peaii3ailiio 1 MIBUIIUTH e()EKTUBHICTh KaHAIB 3B 53Ky, a TaKOXK
OOMEXHUTHU JIOJICbKUI (haKTOp y MUTAHHAX KOH(DIAEHIINHOCTI (TpeTiii HAYKOBHIA
pe3yJbTar).

Y TperboMy po3aiiai auceprainiiHoi poOOTH PO3pOOJEHO KOMI IOTEPHHIM
ITOPUTM JJI KPUNITO-CTIMKOTO JUHAMIYHOTO KOJyBaHHs B MOOUIbHIN ad-hoc Mepexi
InTepuery peueii (IoT) Ha OCHOBI HeleTepMIHOBAaHOT MAlIMHU ThIOPUHTA, TEOPETUYHI
3acanu sikoro chopmynboBaHi y po3aut 2. [loOynoBaHo OJOK-CXeMy alroOpuTMy 1
nporpamuuii Moayib TMSend na moBi Python. HaBemeno TumoBi mnpukianu
cuMyJIIALii HepeTepMinoBaHoi MamuHu Trtopunra NdTM y cepenoBuii Python/Mac
OS. Busnaueno tpu 6a30Bi npodiist poO0TH pOOOTH aNTOPUTMY:

a) «THy4Ka CTPYKTypa» (0€3 KpUNTO-3aXUCTY): THYyYKe (hOpMYBaHHS CTPYKTYpHU
bpeitmy mpu BiACYTHOCTI KiOep3arpo3 jisi 3MEHIIeHHS CIy»)O00Boi iHpopmallii Ta
NIJBUILLIEHHS 1HQOpPMALIMHOI e(pEeKTHUBHOCTI KaHally 3B’A3Ky; Ja€ BUIPALI
1H(popmariitnoi epekTuBHOCTI y 1.5+6.6 pasu.

0) «KpUMNTO-3aXUCT»: TUHAMIYHE KPUNITO-CTIMKE KOJyBaHHS (hperimMy 3MIHHUM
KJIFOUOM 1[I0 CHUHXPOHI3YETbCSI MIXK B3aEMOJAIIOYMMHU CTOpPOHAMHM; 3abe3rnedye
CKBIBAJICHTHUI JI0 ICHYIOUHUX METO[IB («HOPMaJIbHUI») PIBEHb 3aXUCTy MPOCTUMH
3acobamMu HezanexHo (ab0 Ha I0AATOK) 0 TPAAMIIMHUX METOAIB IMIH(PPYBAHHS;
3abe3rneuye JnocratHio s ad-hoc Mepexi CTIMKICTh A0 3J1aMy 1 BUTIpalll
1H(popmariitHoi eheKTUBHOCTI y 2.5+9.6 pa3u (B 3a1€KHOCTI BiJ] pO3MIPY JaHUX 1 TUITY

THKAMCYyJIAIi).
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B) «llocT-mmdpyBaHHs»: [OAATKOBE KPUITO-KOJYBAaHHS KOPUCHUX Ta
CIIy’kKOOBHX JIaHUX THMYACOBUM KIIOYEM, HOMEp SIKOTO MEpPEeHacThCsl BIAKPUTUM
mapamMeTpoM 1 BHU3HAYAa€ 3HAYCHHS KJI0Ya B CEKPETHOMY MACHBI, IO Hamepen
BUIIAJIKOBO 3r€HEPOBAHO 1 3aBAHTAKEHO B MaM’STh B3a€EMOJIIIOUMX CTOPIH; JaHUUN
MEXaHi3M peaji3ye MiABULICHUI MPOAKTUBHUMN PIBEHb 3aXUCTY JaHUX Ha JOJATOK JI0
BIIOMUX METOJIB MHUGPYBaHHS 1 JO3BOJISAE MIIBUIIUTH PIBEHb 3aXUCTy BIJIOMHUX
METO/I1B; MiBUIIYE PIBEHb 3aXUCTY HE3AJICIKHO 1 HA JJOJATOK J0 ICHYFOUMX METO/IIB.

JloCTmimKEeHO CTPYKTYPHO-TIApAMETPUYHI XapaKTEPUCTUKHA HOPMaJi30BaHOTO
mwaHapuoro rpady ad-hoc mepexi (ST-rpady). CuctemaTH30BaHO 1 PO3IIUPEHO
06a30B1 GhopMyIr KOMOIHATOPUKU 3 HIICThbMA HOBUMHU (YHKILISIMHU Ui OOYMCIICHHS
napameTpiB ST-rpady 3a KUIbKICTIO HOTO BEPIIIHH.

Posrasinyto ctpykrypy nuisaxiB ST-rpady 3 Touku 30py moOyIoBU JepeBa
MONIYKY HAaWKOPOTIINX IIIISAXIB.

Yoockonaneno meroaun pilieHHS KOMOIHATOPHUX 3a7ad Ha Tpadax wuiisaxom
OOTpYHTYBaHHSI PEKYPCUBHOI MOOY/IOBU JIepeBa MOIIYKY HAWKOPOTIIMX HUISIXIB Ha
BUIbHO-OPIEHTOBAHOMY T'pai Mepexi Ta KOMOIHATOPHOI (POPMYJIHU BiJ YMCIIa BEPLINH
rpady ayis BU3HAYCHHS HEOOXIMHOI KUIBKOCTI ITepallil, o 00360J5€ MPUCKOPUTH
QITOPUTMH OINTHMI3allli MOTOKIB JAHUX B MEpEeXax, a TaKOXK 3aIyYUTH IITYYHUH
IHTEJIEKT /10 peatizailii TakuX aJrOpUTMIB (YeTBEPTUI HAYKOBH Pe3yJIbTAaT).

Po3pobiieno komOiHATOPHY MOENb OonTUMI3alii po3noaiury manux ad-hoc
Mepexi [HTepHETy pededl 3 BHUKOPUCTAHHSM IITYYHOTO IHTENEKTY, a TaKOX
KOMIT FOTEPHUHN aJTOPUTM JIMHAMIYHOTO PO3MOILTY MaHuxX B Mepexi [oT.

IMmiemMenTartisi MbOro ajaroOpUTMy PO3IIMPIOE MOXKIUBOCTI amanTariii ad-hoc
Mepexi [HTepHeTy peueld 40 AMHAMIYHO 3MIHIOBaHMX (AKTOPIB M MAKCUMALILHO
eheKmueHo20 BUKOPUCTMAHHS HASBHUX pecypcis (EHepTo-3amacu MOOUTEHUX 00’ €KTIB,
KaHaJIM 3B’sI3Ky, MEpEKEB1 iHTep(deiicu ToI0).

e mniacwmoe ¢GyHKUIOHATIBHY CTIMKICTH Mepexi, 1 30Kpema, pIBEHb
KiOep3axucTy, M0 BAXKIWBO MPU Opra”izamii CHemiabHUX MICIH IS TPynu
aBTOHOMHHMX MOOUTBHUX POOOTH30BaHUX IIaThopm, siki 00’eaHyroThesi B ad-hoc

MEpEXy 3MIHHOT TOTIOJIOTIT 1 METPHKH.



6
Y BHCHOBKAaX 3a3Ha4€HO OCHOBHI PE3YyJIbTaTU ,ZIHCCpTaHiP’IHOFO I[OCJIiI[}KCHHH.

CyKyIHICTh HAYKOBHX PE3YJIbTATIB JUCEPTALINHOTO JOCTIIKEHHS J03BOJISIE
pO3B’sI3aTH aKTyaJbHY HAyKOBO-NIPUKIATHY 3ajady, IO TMOJSIrae y CTBOpPEHHI
MPOAKTUBHUX METOJIB KPUIITOCTIKOTO JTUHAMIYHOTO KOJYBAaHHS 1 PO3MOJAUTY JaHUX
JUTSI T ABUITICHHS 3aXUCTy 1H(QoOpMaIlii B cucTeMax Ta Mepekax [HTepHeTy peueit.

OCHOBHUM HAayKOBUM pe€3yJbTaTOM JHMCEpTAIIiHOI POOOTH € CTBOPEHHS
METOJTy KpUIITO-CTIHKOTO JMHAMIYHOTO KOJYBaHHS 1 PO3NOILTY JaHUX MOO1IbHOI ad-
hoc mepexi [HTepHEeTY pedeit 1y miABUIEHHS 3aXUCTy 1HpopMmatii. Ha eiominy 6io
iCHylouuXx, JTaHUW METOJ] 3aCTOCOBYE HEIETEpPMIHOBAaHY MalluHy ThIOpUHTa 3i
3MIHHOIO y Yaci CUCTEMOIO KOMaH/ Ui THYYKOTO (POPMYBaHHS CTPYKTYpH JaHUX B
KaHalll 3B’S13KY, a TaKOK KOMOIHATOPHY MOJI€NTb ONITUMAJIBHOTO PO3MOJILITY JAHUX JIJISt
PEKypCUBHOI MOOYIOBH JepeBa MOLIYKY HAMKOPOTIIMX MLUISXIB Ha BLIBHO-
OpPIEHTOBAHOMY TUIAHApPHOMY Tpadi 3 BUKOPUCTAHHSM IITYYHOTO IHTENEKTY, U0
00360.1€ NMIJIBUILIMTY TIPOAKTUBHUHN K1I0€P3aXUCT MEPEKI, CIPOCTUTH HOTO anapaTHO-
MpOTpaMHy peai3allio, MJABUIUMTH €(EeKTUBHICTh KaHaJIB 3B’SI3Ky, OOMEXHTH
TOJICHKUM  (PaKTOp y MNHUTAHHSIX KOH(MPIAEHIIMHOCTI, 30UIBIIUTH IIBUAKOAIIO
aIanTUBHOI PpeKOHpIrypaii po3moAuly MaHUX Ta MIACHIUTH (YHKIIOHATIBHY
CTIMKICTh B YMOBAX AMHAMIYHO 3MIHHUX (PAKTOPIB BILIUBY.

Y Mexax OCHOBHOTO HAyKOBOTO PE3yJIbTaTy poOOTH OTPUMAHO HACTYIIHE.

1) Yoockonaneno monenb MMHAMIYHOTO KOJyBaHHS JaHUX MOOUIbHOI ad-hoc
Mepexi [HTepHeTy pedeit uwisgxom po3poOKH 1 3aCTOCYBAHHS TPUPIBHEBOT CTPYKTYPH
iHTepdeiciB poOOTH30BaHOTO MOOITFHOTO KOMILUIEKCY Ta BIAMOBIIHOT (opMaIbHOI
rpaMaTuky NoOyA0BH (peiiMiB B KaHaJl 3B 3Ky 3 TPIMKOBUM JIHIMHUMH CUTHAJIAMU
JUIST HECTAaHJAPTHOTO YTBOPEHHS IU(POBOTO TMOTOKY 3 OKPEMUX HE3aJICKHUX
(YHKILIOHAJIBHUX €JEMEHTIB y JOBUIBHOMY MOPSAKY 1 CKIall, o 00360J5€
30LIBIINTH €PEeKTUBHICTh KaHaly y 1.5+6.6 pa3iB Ta yCKJIaIHUTH HMOro 3jaMm 3a
paxyHOK CKOpOYeHHsI c1yk00Boi iHpopmallii 1 HenepeadadyBaHoro ¢hopmaTy JaHUX.

2) Ompumana nooarvuiuti po3eumox METOANKa 3aCTOCYBaHHs TEOpii aBTOMATIB
MIUIIXOM PO3pPOOKH HEACTSPMIHOBAHOI MAIIMHY ThIOPUHTA JIsl CTPYKTYpHU3AIlil TaHUX
B KaHaJl 3B’S3KYy, GiOMIHHA muMm, 110 4Y€pe3 BUIMAJKOBI 1HTEPBAJIM Yacy, KOJOBI
KOPTEX1 KOMaH/T IEPEMIIIYIOThCS 1 3MIHIOIOTH CBOIO CEMAHTHUKY Y TIOPSIKY BIIOMOMY
JUIIe KOHKPETHOMY aJIpecary, ujo 003605€ CTBOPIOBATH PI3HOMAHITTS aJITOPUTMIB

KPUNTO3aXUCTY HE3aJEKHO BiJ] ICHYIOUMX anapaTHO-MPOTPaMHUX 3aCO01B.
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3) Bnepwie 3anponorosano cnocid AMHAMIYHOI CHMHXpOHI3aIli mpodiibHOTO
KJIF0Ya KPHUIITO-CTIMKOTO KOJYyBaHHS MIX OOpPTOBUM KOHTPOJEPOM MOOIIBHOTO
00’ekTy Ta 0a30BOI0 CTaHI€I0 TUCTAHIIIMHOTO YNpaBIiHHSI Ha OCHOBI
HEJIETEPMIHOBAHOT MAaIIMHU ThIOPUHTA, GIOMIHHUL MuM, O HA KOXHY MICIIO
MOOUTBHOTO 00’ €KTY T€HEPYETHCSA 1 3aKIATAETHCS B TIaM sITh 000X CTOPIH YHIKaJIbHA
BUITAJIKOBA ITOCIIIOBHICTh MPOMITLHUX KITIOYiB, @ HOMEp KJIf04a Y Il TTOCIIiIOBHOCTI
BIJIirpa€e poJib BIAKPUTOIO KJIrOoUa JIs Tepefadl Mo KaHally 3B’SI3KY, w0 00380J5€
MiABUIIUTA TPOAKTUBHUM KiOEpP3axUCT MeEpexXi, CIPOCTUTH HOro amapaTHO-
porpamMHy peaizailiio 1 mMABUIIUTH Y 2.5+9.6 pa3iB epeKTUBHICTh KaHAIIB 3B S3KY,
a TaKOXX OOMEXHUTH JIFOJICBKUHN (haKTOp Y MUTAHHAX KOH(D1ICHIIIMHOCTI.

4) Yoockonaneno Metonu pilieHHs: KOMOIHATOPHUX 3a7a4 Ha Tpadax uLisaxom
OOIPYHTYBAaHHS PEKYpPCUBHOI MMOOYAOBU J€peBa MOUIYKY HAWMKOPOTIIMX IUISAXIB Ha
BUIbHO-OPIEHTOBAHOMY rpadi Mepexi Ta BIAMOBIIHOI KOMOIHATOPHOI (POPMYJH BIJ
yucia BepIIMH rpady 71 BU3HAYEHHSI HEOOX1IHOI KIIBKOCTI 1Tepalli, o 00368075€
npuckoput y 1.3+1.5 pasu aaropuTMu onTuUMi3ailii MOTOKIB JaHUX B MEpEkax, a
TaKOX 3aJTy4YUTH WITYYHUN IHTEJEKT O peani3aliii TAKUX aJlrOPUTMIB.

PesynbpraTu nuceprariiii CpusitoTh MBUIIIEHHIO PIBHS KIO€P3aXUCTy CUCTEM Ta
Mepex [HTepHeTy peuedl B ymoBax 3pOCTaHHs KiOep3arpo3 Ta CKJIAQJHOCTI aTak.
BnpoBapkeHHst pe3yabTaTiB  AUCEPTALll JO3BOJIWTH IMIJIBUILIATHA CTIAKICTh Ta
HAJIWHICTh (YHKIIOHYBAHHS KPUTUYHO BAXKIMBHUX CHCTEM Ta MEpEeX, IO €
HEO0OX1THOIO MIEPEAYMOBOIO CTAJIOTO PO3BUTKY IIU(PPOBOro CYCHILCTRA.

[IpakTUyHO 3HAYYITUMU € HACTYIIHI pe3yJIbTaTH POOOTH.

— Jlnst cy0’€eKTiB KPUTHUYHOI 1HPPACTPYKTYpH Ta MPOMUCIOBUX TiAIPUEMCTB,
METO/]I KPUIITO-CTINKOrO TUHAMIYHOTO KOJYBAaHHS Ta PO3MOAUTY JaHUX MOXE OyTH
BUKOPUCTAHO JUIsI HAAIMHOrO CTIMKOro 3axucTy BiA artak tumy DoS, iH ek
MIKIJJTABOTO KOy Ta HECAHKIIOHOBAHOTO JocTymy. Lle m03BoimTh 3amodirtu 30010
eneprocuctem tumny Smart Grid, mpomucioBux [oT-Mepex 1 TPaHCIOPTHUX CUCTEM.

— Jns po3poOHuKiB Ta BUpoOHUKIB [0 T-ipUCTpOiB, adropuT™Mu Ta MPOTOKOJIH,
10 BUKOPUCTOBYIOThH IITYYHUH IHTEIEKT AJIs aJalTUBHOTO KEPYBAHHS KOIYBaHHSM,

MOXYTh OYTH IHTETPOBaHI1 y MporpamMHe 3a0e3neueHHss HOBUX MPUCTPOIB.
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Lle 3a0e3meynTh NPOAKTUBHUM 3aXUCT 1 MOKIIMBICTH AaBTOHOMHO MPOTUCTOSITH
HOBUM, paHiIlle HEBIJJOMUM 3arpo3aM 0e3 HeoOX1JHOCTI BTpyYaHHs orepaTopa.

— Jlyist po3pOOHUKIB Ta KOPUCTYBa4diB MOOUTHHUX POOOTH30BaHUX 00 €KTIB Ta
ad-hoc Mepexxam. 3ampormoHOBaHa METOMAOJOTIS 3a0e3nedye MiJBULIEHY CTIWKICTb
3B’A3Ky Ta MAacKyBaHHs TpadiKy B yMOBax aKTHBHOI paJioeNeKTPOHHOI OOpOTHOM.
JluHaMiyHUN pO3MOAUT JAAaHMX Ta aJanNTUBHE KOJYBAHHS JO3BOJISIIOTH MPOTUIISTH
HAaBMUCHUM TEpeIIKoiaM, 3aro0iraTé BTpaTi YHpaBiiHHS Ta iH(popMallii B posax
JIPOHIB Ta 1HIIMX aBTOHOMHHMX CHCTEMax, 10 MPAIIOIOTh Y BOPOKOMY CEPEIOBHIIIL.
Ile € KpUTUYHO BaXKIUBUM i Oe3leku Ta e(PEeKTUBHOTO BUKOHAHHSA OOMOBUX,
PO3BIIyBaJIbHUX Ta PATYBAJIBHHUX MICIH.

— Jlns HaykoBMX YCTaHOB Ta 3aKjaJiB BHUIIOI OCBITH, poO3pobJieHa
METOJI0JIOTIYHa 0a3a CIIyrye TEOPETHUYHUM MIATPYHTAM AJI1 MOJANbIINX HAayKOBUX
JTOCIIKEeHB Y cdepl KibepOesnekn AeleHTPaTI30BaHuX cucTeM. Pesynbratu pobotu
MOKYTbh OyTH BUKOPHUCTaHI JJIsl MOAEpPHI3allli HABYAIbHUX KypPCIB Ta CHEI1ali30BaHUX
JUCIUILIIH 3 1H(QOopMaIiiHOT 6e3MeKH Ta ITYYHOTO THTEICKTY.

OxkpeMi pe3ynbratu podotu BrpoBamkeHo Ha TOB «Pamyra-N» mng mociyr
«Po3ymHMI1 gim»» (cmocid JMHAMIYHOI CHHXPOHI3AIli MOTOYHOTO MPOQiIHLHOTO
kitoua Mk KoHTposiepom MO i1 BC, lonatox b), y HaBvanbni aucuuriinu JYIT3:
«IH(opmaniliHl TEXHOJIOT1] KOAYBAaHHS 1 3a0€3MEeUeHHs 3aBaJOCTIMKOCTI CHUCTEM)
(MeToau Teopli aBTOMATIB 1 HEAETEPMIHOBAHOI MaIIMHU ThIOpUHTA JJIsi KPHUIITO-
CTIMKOIO KOAyBaHHs), «[HTEpHET peueln» (KOHTEKCTHO-BU3HAUEHA MOJIEIIb B3a€MOJI1
BIJIKDUTUX CHUCTEM JUIsl JOCHKeHHs mpooOsiem kibepbesneku [oT), «Metonu Ta
CUCTEMHU IITYYHOTO IHTEJEKTY» (aJrOpUTM KOMOIHATOPHOI ONTHUMI3aIlli PO3MOILITY
JTAHUX 3 BUKOPUCTAHHSAM IITy4yHOTro 1HTENeKT (HomaTok B), a Takox y HaBYanbHUI
MpolLIeC Ta HAYKOBY JisIbHICTh HallioHansHOTo yHiBepciTeTy «Oaechbka MOJITEXHIKA»

(Homatku I', ).
OcHOBHI pe3yNbTaTu AUCEPTAIHOI poOOTH MpeacTaBieHl 1 00ropopeHi Ha 7

MDKHApOJIHUX HayKoBoO-npakTuuHux koHdpepeHuisx (HIIK) Ta BigoOpaxkeni y 11
HAYKOBHX MyOJIKAIlisX, y TOMY 4uCai, 4 CTaTTl y HAyKOBUX (DaxOBUX BUAAHHAX IO
iHaekcytotbes y HMBJL Scopus (y ciiBaBTOpcTBI), 7 OmyOJIIKOBaHUX T€3 JTOMOBIAEH

Ha MikHapoaaux HIIK (3 Hux 5 01HOOCIOHUX).
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JuceprartiiiftHa po0oTa MIATOTOBJIEHA Y BIJAMOBIIHOCTI JI0 3aKOHIB YKpaiHu
«IIpo ocHOBHI 3acaau 3abe3neueHHs KidepOesneku Ykpainu» Big 27.03.2025, «IIpo
3axucT iH(popMmarlii B iHQOpMaIiiiHO-KOMYHIKAIiHHUX cucteMax» Big 20.04.2025,
«IIpo Crparerito kibepoe3rniekn Ykpainm» (pimeHHs: Paau HanioHanbHOI Oe3neku Ta
oboponu Ykpainu Bix 14.05.2021). Tema poGoTH KOpemroeThecs 3 MyHKTOM 1.2.9.5
(«docaimkeHHs: Ta po3poOIeHHS METOAIB 1HGOpMAIiHOT Oe3MeKkn KOMI IOTEPHUX
CUCTEM 1 Mepex») MmojokeHb HarioHanpHOi akazemii Hayk Ykpainu «OCHOBHI
HAYKOB1 HampsAMH Ta HAWBaKJIUBILI MpoOieMHu (PyHIAMEHTAIBHUX AOCTIIKEHb Y
rajry3i NpUPOJIHUYMX, TEXHIYHUX 1 TyMaHITapHUX Hayk HarionanbHOT akageMii Hayk
VYkpainu Ha 2024-2028 poxu» No8 Big 10.01.2024.

Tema nucepaTiiiiHOi poOOTH BIAMNOBIJA€ HAYKOBUM IUIaHAM 1 TEeMaTHIIl
JOCIIJKEHb, a TaKOoX IporpaMaM MiArOTOBKM CTyAeHTIB HaiioHansHOTO
yHiBepcuTeTy «Opechka MOMITEXHIKa» y cdepl KidepOe3neKu, 1HTENEKTyaTbHUX
cucteM Ta podotorexHiku. [uceprtanis € ckinagoBoro yactuHor HJIP No 199-64
«Mopeni, MeTod po3pOoOKHU Ta amapaTHi PillIEHHS BUCOKOYACTOTHUX KOMIIOHEHTIB
IpOrpaMoOBaHUX MOOUIBHUX CHUCTEM» [HCTUTYTY IUTY4YHOrO IHTEJNEKTYy Ta
pobotorexHikun HamionaneHoro yHiBepcutery «Opnecbka momitexHikay (No
nepxpeectparii 0121U110245).

Knrouosi crnosa: KoMIT'I0TEpHI CUCTEMH Ta Mepexi, [HTepHeT peuelt, MoOLIbHA
ad-hoc Mepexa, kKomyBaHHs, 3axucT 1H(opmarllii, iHTepdenc 3B’ I3Ky, AUCTAHIIIITHE
VOpaBIiHHS, poOOTOTEXHiKa, (opmanbHa TpaMarhka, MalluHa ThrOpUHTa,
JUHAMIYHUN PO3MOJAUT JaHUX, HOpMalizoBaHuii rpad, KOMOIHATOPHKA, MITYyYHUN

IHTEJIEKT.
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ABSTRACT

Tikhonov S.V. Method of crypto-resistant dynamic coding and data distribution
in mobile ad-hoc network of the Internet of Things. — Qualification scientific paper as
a manuscript.

Thesis for the PhD degree in specialty 123 — Computer engineering. — Odesa
Polytechnic National University, Ministry of Education and Science of Ukraine,
Odesa, 2026.

The dissertation is dedicated to solving the actual scientific and applied task of
creating proactive methods of crypto-resistant dynamic data encoding and distribution
to increase information protection in the Internet of Things systems and networks.

The introduction justifies the relevance of the research topic, and emphasizes
the shortcomings of existing models and methods in the cybersecurity area, which
makes them ineffective against previously unknown attacks and leaves gaps in
protection. The study aligns with institutional research programs, plans, and projects.
The object, subject, aim, objectives, and methods of the research are defined. The
scientific novelty and practical significance of the results are presented. The section
highlights the author’s personal contribution to the co-authored scientific publications
on the research topic. The applicant personal contribution is highlighted in the
scientific publications on the dissertation research. The data of dissertation results
presentation, application, and implementation is given along with the applicant’s
publications on dissertation topic and the info of the dissertation structure and scope.

In the first chapter, an analytical review was conducted regarding the issue of
information protection and data distribution control in computer systems and networks
amid the rapid implementation of mobile Internet of Things (IoT) networks into
industry, defence, and everyday life. Development of the 10T reference models was
investigated by the systems approach in the context of information security and
modern cryptographic technologies of the Internet of Things. Existing protocols and
security standards in WiFi wireless interfaces were analysed, as well as models and

methods for digital flows control in mobile ad-hoc Internet of Things networks.
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An analysis of the information protection and data distribution in computer
systems and networks realm studies revealed that currently effective reference security
models for the Internet of Things have been developed by the [oT-WF and NIST. High
cryptography resistance of ciphers and crypto protocols has been achieved (AES
cipher, GCMP protocol, SAE authentication, WPA3 standard). There are fast models
and algorithms for data flows optimizing in networks (“Push-Relabel”).

A powerful tool for protecting and optimizing IoT networks is the use of Al.
However, there are unresolved issues and challenges, in particular, the conservatism
of legacy technologies, which hinders the implementation of new security solutions
on the top of existing ones, as well as a reactive approach to data protection in
computer networks (detection threats de-facto). In addition, the speed of real-time
flows optimization in mobile ad-hoc networks is insufficient. The possibility remains
of further increasing the maximum flow by dynamically reconfiguring communication
channels during rapid changes in the network structure.

It is concluded that existing solutions are insufficient to comprehensive support
the modern requirements for encryption, protection and data management in mobile
ad-hoc IoT networks. There is a need for post-cryptographic data protection regardless
of existing hardware support, proactive methods of dynamic data encryption,
protection and distribution, remediation of vulnerabilities in legacy operational
technologies, as well as reducing the human factor impact in cybersecurity issues.

Considering this, the goal was set to develop a method of crypto-stable dynamic
coding based on a multi-level formal grammar and the construction of a non-
deterministic applied Turing machine, as well as computer algorithms for crypto-
resistant dynamic coding and data distribution in an ad-hoc Internet of things network.

In the second chapter, the main theoretical propositions are substantiated
regarding the synthesis of a model and method of crypto-resistant dynamic data
encoding to increase the cyber-security of a mobile ad-hoc Internet of things network.
The first three scientific results of the work are formulated. The evolution of the
“Robotics Eco-System” is studied, as well as methods and models of automated design

the robotic mobile complexes and platforms.
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The features are analysed of data coding and structuring in Ethernet local area
network technologies and its wireless analogue WiFi technology. A multi-level formal
grammar is substantiated for flexible frame structuring in a mobile ad-hoc IoT
network. A generalized functional scheme is considered of remote control the Internet
of Things’ mobile platform. A three-level interfaces structure is developed for a
robotic mobile complex, as well as a formal grammar for constructing frames in a
communication channel with ternary linear signals for non-standard formation of a
digital stream from by separate independent functional elements in an arbitrary order
and composition. Based on this, the model of dynamic data coding is improved for a
mobile ad-hoc Internet of Things network, that allows increasing the channel
efficiency by 1.5+6.6 times and making it more difficult to hack due to the reduction
of overhead information and unpredictable data format (first scientific result).
A command system and a generalized formal grammar have been defined for
an applied Turing machine with the frame stream coding semantics rules. A
nondeterministic Turing machine has been developed for data structuring in a
communication channel, which differs in that at random intervals of time, the code
tuples of commands are permutated and change their semantics in an order known only
to particular addressee. Thus, the methodology of applying automata theory was
further developed, which allows creating a variety of algorithms for cryptographic info
protection regardless of existing hardware and software (second scientific result).
Firstly a method of dynamic synchronization of the crypto-resistant coding
profile key between the on-board controller of a mobile object and the remote control
base station with nondeterministic Turing machine is proposed, distinguished in that
for each mission of a mobile object, a unique random sequence of profile keys is
generated and stored in the memory of both parties, and the key number in this
sequence plays the role of a public key for transmission over the communication
channel, which allows increase proactive cyber protection of the network, simplify its
hardware and software implementation and increase the efficiency of communication
channels, as well as mitigate the human factor in privacy issues (third scientific

result).
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In the third chapter, a computer algorithm for crypto-stable dynamic coding in
a mobile ad-hoc Internet of Things network is developed based on a nondeterministic
Turing machine, the theoretical foundations of which formulated in section 2. A
flowchart of the algorithm and a TMSend program Python module are constructed.
Typical examples of simulation of a nondeterministic Turing machine NdTM in the
Python/Mac OS environment given. The following three basic profiles of the
algorithm’s operation defined. a) “Flexible structure” (without crypto-protection):
flexible formation of the frame structure in the absence of cyber threats to reduce
overhead data and increase efficiency of the communication channel; provides a gain
in information efficiency of 1.5+6.6 times. b) “Crypto-protection”: dynamic crypto-
stable encoding of a frame with a variable key that is synchronized between the
interacting parties; provides an equivalent level of protection to existing methods

"normal") by simple means independently (or in addition) to traditional encryption
methods; provides sufficient resistance to hacking for an ad-hoc network and a gain in
information efficiency of 2.5+9.6 times (depending on the data size and type of
encapsulation). c¢) “Post-encryption”: additional crypto-encoding of useful/service
data with a temporary key, the number of which is transmitted by a public parameter
and determines the value of the key in a secret array, which is randomly generated in
advance and loaded into the memory of the interacting parties; this mechanism
implements an increased proactive level of data protection in addition to known
encryption methods and allows to increase the level of protection of known methods;
increases protection independently and in addition to existing methods.

The structural and parametric characteristics of the normalized planar graph of
an ad-hoc network (ST-graph) are investigated. The basic combinatorics formulas are
systematized and expanded with six new functions for calculating the parameters of
the ST-graph by the number of its vertices. The structure of the paths of the ST-graph
is considered in the context of constructing a shortest path searching tree.

The methods of combinatorial tasks on graphs solving have been improved due
to justification the recursive construction of a shortest path searching tree on a free-

oriented network graph along with the combinatorial formula for the graph vertices
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number to determine the required number of iterations, which allows acceleration the
algorithms for data flows optimizing in networks, as well as involve artificial
intelligence into implementation of such algorithms (fourth scientific result).

A combinatorial model for optimizing data distribution in an ad-hoc Internet of
Things network using artificial intelligence has been developed, as well as a computer
algorithm for dynamic data distribution in an [oT network. The implementation of this
algorithm expands the possibilities of adapting an ad-hoc Internet of things network to
dynamically changing factors forthe most efficient use of available resources(energy
reserves of mobile objects, communication channels, network interfaces, etc.). This
enhances the functional stability of the network, and in particular, the cyber protection
level, which 1s important when organizing special missions for a group of autonomous
mobile robotic platforms that are combined into an ad-hoc network of variable
topology and metrics.

In the conclusions, the main results of the dissertation research are indicated.
The set of scientific results of the dissertation research allows solving a relevant
scientific and applied task of creation proactive methods of cryptographic dynamic
coding and data distribution to increase information protection in Internet of things
systems and networks.

The main scientific result of the dissertation is creation a method of crypto-
resistant dynamic data encoding and distribution in a mobile ad-hoc Internet of things
network to increase information protection. Unlike existing, this method uses a
nondeterministic Turing machine with a time-varying command system for flexible
data structure formation in the communication channel, as well as a combinatorial
model of optimal data distribution for recursive construction a shortest path searching
tree on a free-oriented planar graph using artificial intelligence, which allows increase
the proactive cyber defense of the network, simplify its hardware and software
implementation, increase the efficiency of communication channels, mitigate the
human factor in privacy issues, increase the speed of adaptive reconfiguration of data
distribution, and enhance functional stability under dynamically changing impacts.

The following was obtained within the main scientific result of the work.
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1) Improved dynamic data encoding model for mobile ad-hoc Internet of things
network due to development and application of a three-level interface structure of a
robotic mobile complex and the corresponding formal grammar for constructing
frames in a communication channel with ternary linear signals for non-standard
formation of a digital stream from separate independent functional elements in an
arbitrary order and composition, which allows increase the channel efficiency by
1.5+6.6 times and make it more difficult to crack due to reduction the overhead and
unpredictable data format.

2) Further advanced a methodology of automata theory applying by developing
a nondeterministic Turing machine for structuring data in a communication channel,
different in that at random intervals of time, the code tuples of commands are permitted
and changing their semantics in an order known only to the particular addressee, which
allows to create a variety of algorithms for cryptographic information protection
regardless of existing hardware and software.

3) Firstly proposed a method of dynamic synchronization of a crypto-stable
encoding profile key between an on-board controller of a mobile object based on a
non-deterministic Turing machine and a remote control base station, different in that
for each mission of a mobile object, a unique random sequence of profile keys is
generated and stored in the memory of both parties, and the key number in this
sequence plays the role of a public key for transmission over the communication
channel, which allows increase proactive cyber defense of the network, simplify its
hardware and software implementation and increase the efficiency of communication
channels by 2.5+9.6 times, as well as limit the human factor in matters of
confidentiality.

4) Improved methods of combinatorial tasks on graphs solving due to
justification the recursive construction of a shortest path searching tree on a free-
oriented network graph along with the combinatorial formula for the graph vertices
number to determine the required number of iterations, which allows acceleration the
algorithms for data flows optimizing in networks, as well as involve artificial

intelligence into implementation of such algorithms.
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The results of the dissertation facilitatei increasing the cyber protection of
Internet of things systems and networks in the face of growing cyber threats and
attacks complexity. Implementation of dissertation results enables resilience and
functional reliability strengthen of critical systems and networks, which is a necessary
prerequisite for sustainable development of a digital society.

The following results of the work are practically significant.

— For critical infrastructure entities and industrial enterprises, the method of
crypto-resistant dynamic data encoding and distribution can be used for reliable and
resilient protection against DoS attacks, malicious code injections, and unauthorized
access. This will prevent the failure of Smart Grid energy systems, industrial IoT
networks, and transportation systems.

— For IoT device developers and manufacturers, the algorithms and protocols
that use artificial intelligence for adaptive coding control can be integrated into the
software of new devices. This will provide proactive protection, allowing systems to
autonomously confront unknown threats without the need for operator intervention.

— For developers and users of mobile robotic objects and ad-hoc networks. The
proposed methodology enables increased communication stability and traffic masking
in conditions of active electronic warfare. Dynamic data distribution and adaptive
coding allow to counteract intentional interference, prevent the loss of control and
information in swarms of drones and other autonomous systems operating in a hostile
environment. This is critically important for the safety and effective performance of
combat, reconnaissance and rescue missions.

— For scientific institutions and higher education institutions, the developed
methodological base serves as a theoretical basis for further scientific research in the
field of cybersecurity of decentralized systems. The results of the work can be used to
modernize training courses and specialized disciplines in information security and
artificial intelligence.

Some results of the work were implemented at Raduga-N Ltd for the Smart
Home services (a method of dynamic synchronization of the current profile key

between the MO controller and the BS, Appendix B), in the academic disciplines of
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the SUITT: “Information technologies of coding and ensuring system protection”
(methods of the theory of automata and nondeterministic Turing machine for crypto-
resistant coding), “Internet of Things” (a context-defined interaction model of open
systems for studying IoT cybersecurity problems), “Artificial intelligence methods
and systems” (algorithm for combinatorial optimization of data distribution using
artificial intelligence (Appendix B), as well as in the educational process and scientific
activities of the Odesa Polytechnic National University (Appendixes G, D).

The main results of the dissertation work were presented and discussed at 7
international scientific and practical conferences (SPC) and reflected in 11 scientific
publications, including 4 articles in scientific professional publications indexed in
Scopus (in co-authorship), 7 published abstracts of reports at international SPCs (5 of
them solo).

The dissertation work was prepared in accordance with the laws of Ukraine “On
the Basic Principles of Ensuring Cybersecurity of Ukraine”, 03.27.2025, “On
Information Protection in Information and Communication Systems” dated
04/20/2025, “On the Cybersecurity Strategy of Ukraine” (decision of the National
Security and Defence Council of Ukraine, 05/14/2021). The topic of the work
correlates with paragraph 1.2.9.5 (“Research and development of methods for
information security of computer systems and networks”) of the provisions of the
National Academy of Sciences of Ukraine ‘“Main scientific directions and important
problems of fundamental research in the field of natural, technical and humanities of
the National Academy of Sciences of Ukraine for 2024-2028” No. 8, 01.10.2024.

The dissertation topic corresponds to the scientific plans and research topics, as
well as the training programs of students of the National University "Odesa
Polytechnic" in the field of cybersecurity, intelligent systems and robotics. The
dissertation is a component of the Research and Development Project No. 199-64
"Models, development methods and hardware solutions of high-frequency
components of programmable mobile systems" of the Institute of Al and Robotics of

the National University "Odesa Polytechnic" (state registration Ne 0121U110245).
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