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I'pubnax C.C. Moaeni Ta METOAW MiABUIICHHA €(EKTUBHOCTI OOPOOKHU
TpaH3aKI[i y po3noaiieHnx peectpax. — KpamidikaiiiiHa HayKkoBa Mpailsi Ha IpaBax
PYKOTIHCY.

Hucepramisi Ha 3700yTTS HAyKOBOTO CTyIeHS JokTopa (imocodii 3a
cnemianbpHicTiO 122 — Komm'toTepni Hayku. — Hamionansuuii yHiBepcuter «Opechka
nomitexHikay, MOH VYkpainu, Oneca, 2023.

VY BeTynmi noKa3aHO aKTYaJIbHICTh Ta OCOOJIMBOCTI 3aCTOCYBAHHSI TEXHOJIOT1T
posnoainenux peectpiB  (Distributed Ledger Technology (DLT) Ha ocHOBI
OJIOKYEIHY, sIKa CTa€ BCE OUIbII MOMYJIAPHOIO 3aBASKUA MPO30PUM TPAH3AKLIAM Ta
BIJICYTHICTIO TTOCEPETHUKIB 200 IEHTPAITBbHUX KEPYIOUUX OPTaHiB.

AJne He3BaXKalOuM Ha MOTPedy B 3aCTOCYBaHHI Ta HA YMCENbHI JOCIIKEHHS B
ramy3i DLT, iX mmpokoMy pO3MOBCIOKEHHIO 3aBa)Ka€ HENOCTaTHS €(PEKTHUBHICTH
ICHYyIOYMX pilieHb. TOMy TMiJIBUIIEHHS €()EKTUBHOCTI 3aCTOCOBYBaHUX PIIICHb €
aKTyaJbHOIO HAYKOBO-TEXHIYHOO 33/1a4€t0, SIKii IPUCBSIUEHO JIaHE JTOCI1 I KEHHS.

Busnaueno o00'ext, mpeameT, 3amadui Ta METOAM JOCIIKEHHS, HaBEICHO
HAyKOBY HOBU3HY Ta MpaKkTUYHE 3HAYCHHS OTPUMAaHUX pPE3yJIbTATiB; BHUCBITICHO
0COOMCTHUI BHECOK 3/100yBaya.

B mepmomy po3aiai aucepramiiiHoi poOOTH NMPOBEACHO aHANI3 ICHYIOUHX
texnosiorii DLT, BcraHoBiieHi ix mepeBaru Ta Hemodiku. [lokazano, 1mo Bigomi
cuctemu, noOyaoani Ha DLT, mawTh psg cepitlo3Hux HepodikiB. Po3mopinena
CHUCTeMa IMOBMHHA MAaTH MEXaHi3M MacliTa0yBaHHsI I aJianTarlii 10 3MiHH poO0YOro
HABAHTAXKEHHA Y JIy>Ke IIUPOKUX Mexax. Y TOU K€ yac IBUJKICTH 0OpOOKHU JaHUX Y
BIIOMUX TOMyJsipHUX cuctemax Bitcoin ta Ethereum HeBucoka — 111 cuctemu
o0poOusitoTh pubaM3HO 7 Ta 15 TpaH3akiii 3a cekyHuay (tps) mepma ta g0 119 tps
npyra. {1 moka3HUKU HE3pIBHSHHI 3 TPAJULIMHUMU LIEHTPAI30BAHUMHU CUCTEMAaMHU,
110 0OPOOIIAIOTH THCSIY1 TPAH3AKITINA HA CEKYHTY.

ToOTO BHHHMKA€e akKkTyajdbHE HAyKOBO-TIPAKTUYHE 3aBJAaHHS ITiBUIICHHS

e(eKTUBHOCTI OOpOOKM TpaH3aKIlii B PO3MOJUICHUX peecTpax, 10 mepeadadae
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MOEHAHHS BHUCOKOI IIBHAKOCTI OOpOOKM TpaH3aKIliid, BUCOKOI MacIITabOBaHOCTI
CUCTEMHU Ta JIOCTATHHOI KPUIITO3aXUILEHOCTI B1Jl MAHIITYJISIL1M Ta aTak.

Jlist  BUpIIIEHHS [OTO 3aBJAHHS 3alpONOHOBAHO MUISXM IT1ABUILECHHS
e(eKTUBHOCTI 0OpOOKHM TpaH3aKI1i Ta MaCIITAOOBAHOCTI PO3MOIIJIEHOTO PEECTPY HA
OCHOBI JIBOIIIAPOBOT MOJIEII PO3IOIIJIEHOTO PEECTPY.

Y apyromy posaidigucepraiiitHoi poOOTH IOCTIHKEHO NUISIXHM I1IBUIICHHS
e(eKTUBHOCTI OOPOOKHM TpaH3aKIIii Ta MaCIITAOOBAHOCTI PO3IMOAIIIEHOTO PEECTPY.

Jlyist mpuckopeHHs 00pOOKM TPaH3AKIlIKA 3 BUCOKMM PIBHEM MacIITabOBaHOCTI

3aMpOIOHOBAHO JIBOLIAPOBY MOJIEIb cUcTeMU (puc. 1).
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Puc. 1. /[BomapoBa MOAEIh CUCTEMH PO3IOIIIIEHOTO PEECTPY

OcHOBHa Mepeka, ska MpU3HA4YeHA ISl (POPMYBAHHS Ta PO3MOBCIOIKEHHS
OnokiB, BukoHaHa 3a TexHojorieilo BlockDAG (map 1). Omnepamii, nos's3ani 3
Bepudikamiero OJOKIB Ha MiJACTaBl MPOTOKOIY KOHCEHCYCy, BHUHECEHI O
KOOpAMHAIIIIMHOT MEPEXi, 10 MPAIoE 32 TEXHOJOTIEI0 TPAAUIIIIHOTO KOHCEHCYCY

(map 2). 3riJHO 13 3aMpONOHOBAHOI0 MOJICJUTIO BC1 BY3JIM, IO BXOJSTH JO CUCTEMH 1
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HazuBaroTbeca Worker'amu, oTpuMytoTh J1B1 posii — Y TBOpIOBauiB OJIOKIB B OCHOBHIM
Mepexi Ta KoopanHaropiB y KOOpAMHALIWHIA Mepexi. TakuM YMHOM pPO3JALUIEHI
byHKIiT mapiB Mepexi. B oCHOBHINM Mepeki BHUKOHYIOTHCS (QyHKIT (hopMyBaHHS
OJIOKIB Ta iX NOIIMPEHHS, U0 MNOTPeOYIOTh omepauii 13 00’€MHUMH OJIOKAMH.
[To6ynoBa ocHoBHOI Mepexi 3a TexHosoriero BlockDAG cyrreBo mnpuckoproe
IpolieC MONepeHbOI 0OPOOKHU TpaH3aKIIM 32 PaXyHOK CHHXPOHHOTO (POpMYBaHHS
0JIOKIB. Y KOOpAMHAIIMHY MEpeKy BUHECEHO orepailii 3 (opMyBaHHS KOHCEHCYCY
BiAMOBiAHO 10 mpoTokoay Proof of Stake (PoS), mo BuMararoTh BEIMKOi KIJTBKOCTI
Nepecuyiaib BIJHOCHO KOPOTKMX TOBiAOMIIEHb. TomMy po0OoTa KOOpAMHALIMHOI
MEpexXi OpraHi3oBaHa BIANOBIIHO [0 TPAAUIIAHOrO OJOKYEHH—TIPOTOKOIY, SKHMA
BUKOHYEThCS TipocTimie, Hix BlockDAG .

CdopMysibOBaHO MEpLIMKA MYHKT HAYKOBOI HOBM3HHM — BIIEpIIE PO3POOJIECHO
JIBOIIIAPOBY MOJECIH PO3MOJUICHOTO PEECTPY, IO MOEAHYE B COO1 OCHOBHY MEPEKY,
noOynoBany 3a TexHozoriero BlockDAG, Ta koopauHaliiiHy Mepexy, 1o 0a3yerbes
Ha TpaguLiHIA OJOKYEHH TEXHOJOT1i, M0 AO03BOJMJIO MiJABUIIUTUA IMIBUAKICTD
00poOKHU TpaH3aKIii MOKPAITUIO MacIITAOOBaHICTh CUCTEMHU.

Breneno monsTTs xpebetHOoro ONOKy ciiota. XpeOeTHuil 00Kk — 1€ 010K
CJIOTA, SIKOMY MPUTAMaHHI HACTYITHI BIACTUBOCTI:

1) Mae HaOUIBIITY BHCOTY,

2) AKII0 TakuxX OJOKIB KidbKa, TO Oeperbcsi OJOK, SIKMM MOCHIIAE€ThCS Ha
OUTBITY KIJTBKICTh MOTIEPEAHIX OJIOKIB,

3) AKIoO TakuxX OJIOKIB KIJIbKA, TO OEpeThbCsl TOM, y SIKOro 3HayeHHs (yHKIIi
NepeMIlIyBaHHs BiJ] XEIy MEHIIE.

OckinbKkH KOXKEH 0JIok 30epirae nepeBo Mepkia, pakTHUHO XpeOeTHUM OJI0K
30epirae B «ymakOBaHOMY» BUIJISIII BCE «MUHYJE» OJIOKIB JaHoro ciota. Ha miit
miJIcTaBl MOOYJAOBAaHO MOJICb CKOPOYCHOrO OOMIHY iH(OpMAIli€l0 MK OCHOBHOIO
MEpEeXew Ta KOOPJIWHAIIWHOIO  Mepexer, 10 3MeHIIye iHdopMalliiHe
HABAaHTAKEHHS HA CUCTEMY B LIUVIOMY Ta MIJBUIIY€E MIBUAKICTb OOPOOKM TpaH3aKIII.
Po3po6ieno meronuky 3actocyBaHHs oOMiHy iHpopmaniero BlockDAG mepexi 3

KOOPJIMHALIMHOI0 MEPEKEI0 Ha MIJCTaBl MOl XpeOEeTHUX OJIOKIB.



4

CdopmynboBaHO ApPYruUd MyHKT HAyKOBOI HOBHU3HU — Halysa MOJAJIBIIOTO
PO3BUTKY MOJIEIb CKOpoueHoro oominy iHdopmaiiiero mixk BlockDAG mepexero Ta
KOOPJIMHALIIMHOI0 MEPEKEI0 Ha OCHOBI MOHSATTS XpeOeTHOro OJIOKY, IO J103BOJIUIIO
ckopotutu o0cAr Tpadiky Mk mepexero BlockDAG Ta koopaAHHALIIITHOIO MEpEexero
1 TUM caMUM 3MEHIIUTH HABAaHTAXEHHS HA CHUCTEMYy 3arajoM Ta IIiJIBUIIUTH
IIBUJIKICTh 0OPOOKH TpaH3aKITiH.

Ha miacraBi ABOX 3amponoHOBAaHUX MoOJieNeld CPOPMYIbOBAHO Y3TOJKEHY
MOCJTITOBHICTh BUKOHAHHS OTIepalliii B OCHOBHIN Ta KOOPIWHAIIMHIN MepekKax.

[IpoBemeHO  JOCHIKEHHS  IUIIXOM  CTaTUCTUYHOTO  MOJICJIFOBAHHS
MO>KJIMBOCTEN CKOPOYEHOI MpOLEAYpU HMOBIPHICHOTO KOHCEHCYCY Yy JIBOLIApOBIi
Mozeni. BcTtaHoBlieHO, MO SKIIO MOYaTKOBA YAaCTHHA JIAHITIOKKA XpeOeTHUX OJIOKIB
noBTOpHUIacs k pasiB 1 3a 1l OJOKU MPOroJOCYBAIM OLIbIIIE MOJOBUHU aT€CTaTOPIB —
YYaCHUKIB BIJIMMOBIAHUX CJIOTIB, TO IIeH JIAHITIOKOK € KaHAWJATOM Ha (iHaTi3alifo.
[Tokazano, mo npu k=3 jaHe BHOOPSAKYBaHHA HE 3MIHUTBCS 3 HMOBIPHICTIO
moHaiimeniie 0,9. B pesynbrari mporHo3 MoIJIMBOI (piHamizaimii Moxe OyTu
oTpuMaHuii 3a 3-4=12 cexkyHJ, B TOM Yac SK OUYIKyBaHHS IOBHOTO KOHCEHCYCY
CTaHOBUTH 4 XBWIMHU 16 CEKyH]I.

CdopmMynbOBaHO TPETi MyHKT HAYKOBOI HOBH3HU — BIEpIIE po3poOIeHUN
MeTon mpuckopeHoro PoS koHceHcycy B JBOIIapoBi MoOjeNi PO3MOALIEHOrO
pEECTPY HA OCHOBI k-KpaTHOI TEPEBIPKM IOBTOPEHHSI MOYAaTKOBOI YaCTUHU
JAHITIOKKAa XpeOeTHUX OJIOKIB 1 TrojocyBaHHS 3a Il OJOKH OLbIle TOJIOBHHHU
YYaCHUKIB BIAMOBITHUX CJIOTIB, IO JO3BOJIMJIO 3MEHIIUTHA YaCc OTPUMAHHS PIIICHHS
JI0 IEKITBKOX CEKYH]I 13 UMOBIpHICTIO, HE MeHIIo10 (,9.

Y TperboMy po3aiji gucepTaliiiftHoi poOOTH MOKa3aHo, 10 Mpu GOopMyBaHHI
PoS koHceHCycCy KBa3iBUIAJKOBUM UMHOM y KOXHOMY CIOTI €MOXH BiOYyBa€eTbCS
dbopMyBaHHS CKJIaly KOMITETIB Ta poJiell KOOPAMHATOPIB y HUX (YTBOPIOBaY OJIOKIB,
atectarop, arperatop). Jlami artectaTop mMiANHCY€ OCTaHHINA, Ha WOro JIyMKY,
NpaBWIbHUI OJOK y CIIOTI, a arperarop MO€JHYE pe3yJbTaTh aTecTalii B OJUH
MynabTimianucoMm. Ilpy 1bOMy HE BUKIIOYEHI aTakkd MAaHINYJSIIE0 SK  Ha

(dbopMyBaHHS CKJIaAy KOMITETIB, TaK 1 HA BUOIP 31 CHUCKY KOOPJIMHATOPIB aTecTaTopa
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abo arperatopa. ToMy BaXJIMBUM 3acCO00M 3aXHCTy BIJJ TaKUX MOXKJIMBUX
MaHINyJALIA € po3poOKa METOJy KBa31BHUMAJAKOBOTO IMEpPEMIlllyBaHHS JOBLIBHOT
YUCJIOBOI MHOXHHH, 1110 PEabHO rapaHTy€e 3aXUILIEHICTh Bl MOAIOHUX MaHIMyJISIIii.
Po3nin npucBsiMEHMI TOCHIJKEHHIO MOXJIMBOCTI 3aCTOCYBAaHHSI y KOMII'FOTEpHIN
Kkpunrorpadii HANIPOCTINUX MOJI0KEHb TEOP1i HEMHIMHUX TUCKPETHUX AMHAMIYHUX
CUCTEM, OCHOBHOIO XapaKTEPUCTUKOIO IKUX € XaOTUYHICTb.

JlocnipKeHO MOKJIUBICTh NOOYAOBH SKICHUX (DYHKIIM NepeMilryBaHHS Ha
OCHOBI CYIIEPITO3HIlii HAWMPOCTIMHNX JIHIMHUX Ta HETIHIMHUX BigoOpakeHb. Jlis
JIHIAHOTO B1AOOPaXKEHHsI MIPOTOHYETHCSI BUKOPUCTOBYBATH OIEPATOp MEPECTAHOBKH,

a 17151 HeJIHIMHOTO — HalOLIbII MPOCTE BIAOOpaKeHHs, KiiacuuHuid q-Tent:

2x,x<q/2
2(q_x)ax>q/2

[IpoBeneHo KopensUIMHUNA aHa3 NOOyJOBaHUX BIOOOpakKeHb, aHami3 ix

£(x)=2(a/2Jvq/2]) - . [0] > [0.q] -

YyTJIMBOCTI, aHaJI3 CEepeIHIX JOBXHH IUKIIB IUX BIIOOPaKEHb, PO3TISIHYTO
MO>KJIMBOCTI y3arajlbHEHHsI ajlrOpUTMIB MOOYJOBH (QYHKIINA NEpeMillyBaHHsS Ta
3aCTOCYBaHHSA iX JI0 3aXUCTy BIJ MaHIMyJSIA TpPU KBa3iBUMAJAKOBOMY BHOODI.
[linTBepykeHO  OYiKyBaHI  Xopomn  audy3iiHI  BJIACTUBOCTI IUX  (PYHKIIIH
nepeminryBanss. JlocnipkeHa (yHKIIS NepeMillyBaHHS Ma€ HACTYIIHI MEepeBaru:
BIJICYTHICTh KOJIi31i; MPOCTOTa 3aCTOCOBYBAHUX MAaT€MAaTUYHUX OTEpalliif; 370M ii
MO>KJIMBHUH TUTBKH [IUIIXOM TIOBHOTO TIepedopy.

Po3pobneno wmerton mepemMilllyBaHHS JaHUX 3a JIOMOMOTOI0 O1€EKTHBHOTO
BIJIOOpaKEHHS, K€ € CYIEPIIO3MINEI0 JIHIMHOTO Ta HANUIPOCTIIIOr0 HEIIHIHHOTO
BioOpaxkeHHss q-Tent. 3anponoHoBaHl (yHKLII MepeMilllyBaHHI JO3BOJIMIN
3MIAUCHUTH TIPOIIEC SKICHOTO TepeMimryBaHHs npu ¢opmyBaHHl PoS koHceHcycy, i
TUM CaMHM 3aXUCTUTH TPOIEC OOPOOKH TpaH3aKIIi y PO3MOIIEHUX PEECTpax BiJl
MO>KJIMBUX MaHIITYJ SN HUIIXOM CYTT€BOIO MIJIBUILEHHS KPUIITOCTIMKOCTI.

CdopmMynbOBaHO YE€TBEPTUH IMyHKT HAYKOBOT HOBU3HH: OTPUMAB MOJAIBIINAN
PO3BUTOK METO]I IEPEMIIIIYBAHHS JTaHUX 32 JOTMOMOTOI0 OIEKTUBHOTO BiIOOpaKEHHS,
K€ € CYNEpHO3ULIE0 JIHIHHOrO Ta HAUIpPOCTINIOr0 HEIIHIMHOIO BIIOOpaXeHHS (-

Tent, 110 103BOJMUIIO 3MIMCHUTH TPOIIEC SKICHOTO TepeMillyBaHHs Tpu (HOpMyBaHHI



PoS koHcencyec.

Yy YeTBEPTOMY po3nini  gucepramiiiHoi  poOoTH po3po0JIeHO
EKCIIEpUMEHTAJIbHY JelleHTpaizoBany miardopmy Waterfall.

Po3pobnena mnatrdpopma Waterfall ycnmagkoBye  OCHOBHI — NMPUHIUMIHU
Ethereum 2.0 Ta po3BuBae iX. 3aBASKH pPO3POOJICHUM MOJICISAM Ta METOJaM
maTdopma 30UIbIIye Taki MOKa3HUKH €()eKTUBHOCTI:

1. Bucoka mBUAKICTH OOpOOKM TpaH3akUId NOpU JOCTATHHOMY pIBHI
MacImTaboBaHOCTI — MacmTaboBaHi B CUCTeMI OJIOKOBI CTPYKTypH Ha ocHOBI DAG
JO3BOJISIIOTh  OJTHOYACHO MyOiikyBath Kiuibka OnokiB. ILle dopmye DAG Ta
3a0e3mneuye 3aBEpIICHICTh BCIX TPAH3AKLINA 32 YMOBH, 10 OJIOKA HE KOH(MIIKTYIOTh
onuH 3 omHuMm. Tomy Waterfall moxke omHOUYacHO 00POOIATH 00’€M TpaH3aKIIIM
HNOpIHSHUM 3 TUM 1o o00poOmoioTe Visa, MasterCard Ta UnionPay, ane Ha
JEIEHTPaTi30BaHOMY PiBHI HaBITh y TOJAWHHU IMiK. 3TiTHO 3 OCTAaHHIMHU MPOMIKHUMH
Ja00paTOPHUMHU TeCTaMH, cuctema morja oOpobsstu 3600 TpaH3akIii B CEKYHIY.
JIns mopiBHAHHS 3a3HayuMoO, 10 Visa 00poOisie O6mm3bko 1700 TpaHzakiiii Ha
CEKYH/Y.

2. 3abe3neuyeTbCsd BHCOKA 3aXHUIIEHICTh IUIATQPOPMHU  BIJ MOKIIMBUX
MaHIMyJSIIIA  TpU  BUKOPUCTaHHI oOlepaiiid KBa3iBUIAJKOBOTO BHOOPY TIpH
3M1MCHEHH] Tpoleypu KoHceHcycy PoS 3a paxyHOK 3acTtocyBaHHSI pO3pOOJIEHOTO
METOJ1y IEPEMIIITYBaHHS.

Kpim Toro, mnardpopma Waterfall 3a6e3nedye HacTymHi mepeBaru, HOpiBHIHO 3
AHAJIOTTYHUMH TEXHIYHUMU PIILICHHIMHU:

1. Hu3pki KoMicCii 3a TpaH3akuUii — apXITEKTypa CHPOEKTOBaHA TaKUM UYHUHOM,
o0 MiATPUMYBAaTH MiHIMaJIbHI KOMICIT Y pi3HHUX ciieHapisx. [IpoTokona nuHamMigHO
MacIITadyeThCsl 31 3pOCTaHHSIM HaBaHTAKEHHS Ha Mepexy. Y TOH dac, SK
MPOIYKTUBHICTh BCI€I CUCTEMHU 30UIBIIYETHCS, B TOMY CaMOMY CJIOTI OJHOYAacHO
nyOiKyeThCs Ounbiie OJIOKIB, a TpaH3aKIiiHI 300pU 3HIWKYIOTBCA B MIpPYy
MacuTabyBaHHs cucTteMu. Lle 3HMKye KUIbKICTh Onepaunliid y myJil TpaH3aKLiid HaBITh
y TOJIMHH TTIK.

2. Huzpkuii (¢inancoBuid mopir Bxoay — By3on 13 6 Worker'iB komrye



npubausHo 1 920 nonapis CHIA.

3. [Inarpopma oOcayroBye BOyJOBaHI TOKEHU — BUITYCK Ta OOCIyrOBYBaHHS
TokeHIB (BKIOYHO 3 NFT) He moTpeOyroTh cheliaJibHUX CMapT-KOHTPAKTIB, a
BUKOHYIOTBCS 32 JOTIOMOTOI0 3BHUYAWHUX TPaH3aKIIii, 0 3HAYHO 3HWKYE HAKJIaIHI
Butpatu. Kpim Toro, 11e poouth iXx BUKOPUCTAHHS OUIBII JOCTYIHUM IS ITUPOKOTO
KOJIa KOPUCTYBaYiB.

4. lnHaMIyHl HaJalITyBaHHA — IUIaTGopMa Mae€ MEXaHI3MH JIMHAMIYHOI
azanTarlii mapamMeTpiB CUCTEMH 3aJIEKHO B1JI CHTYaIllii, 10 3MIHIOETHCS. 30KpeMa, Jac
CJIOTa, ONTUMajbHa KiIbKicTh Worker'iB Ta Jesiki 1HIII HapaMeTpy HaJIallTOBYHOTHCS
aBTOMATHUYHO.

Taxum ynHOM, TIaThopma Waterfall 3abe3neuye cripuativBe cepeoBUIIE IS
Ha/JIaHHA Ta CIOKMBaHHS MIMPOKOTO CIEKTPYy TOCIAYr i3 BeneHHs Oi3Hecy Ta
COIIaIbHOI ~ ISUTBHOCTI y 3pyYHOMY dbopmari 3arajibHOJIOCTYITHOTO
JeleHTpanizoBaHoro peectpy. Ilmardopma mnpusHaueHa s OOCIYrOBYBaHHS
TpaH3aKIli 3 pI3HUMU TOKeHamH, Bkmodaroun NFT, o0ciyroByBaHHS cMapT-
KOHTPAKTIB 1 pO3pOOKH pO3MOAUICHUX A0JaTKiB. TecTyBaHHS CHUCTEMH IOKa3ajio, 10
BOHA MOX€ 00poOisITH B cepenHboMy 2234 TpaH3akuii 3a CEeKyHAY MpHU JOCUTH
BHCOKOMY piBHI MacIiTaboBaHOCTI.

TakuM YWUHOM, MIATBEPIKEHO CHPOMOXKHICTH Ta MPABWIBHICTH TEXHIYHUX
pillIeHb, 32aCHOBAHUX HA pe3yJbTaTax AUCEPTALIHOrO JOCTIIKEHHS.

Po3pobneni B poboTi MeToAM Ta IHCTpYMEHTaldbHI 3aco0M OTpUMaiu
BIIPOBa/KeHHsST Yy AisutbHOCTI KomyHanmpHOro migmpueMctBa «TemmomocTaduanHs
micta Opecu» Ta 3HAMIUIM BIIOOpa)KEHHS y HaBYAJIBHOMY MPOLIECI Ta HAyKOBIN
nisbHOCT1 HartionansHoro yHiBepcuTeTy «OnechKa MoaiTeXHIKa).

Kntouosi  cnosa: posnojineHi  CUCTEMH, 0a3W  JaHUX, TEXHOJOTis
JENEHTPANII30BaHUX  PEECTPIB, MeToAu o0poOku iHpopmari, omepamii 3

TpaH3aKIIAMHU, KPUNITO3AXUIIICHICTh, MacIITA00OBAHICTh, OJIOKYCHH-TEXHOJIOTi.
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1. Grybniak S., Dmitrishin D. Basic principles for constructing mixing
functions based on the simplest linear and nonlinear mappings. Proceedings of
Odessa  Polytechnic ~ University. 2022. Ne  2(66). P. 100-109.
DOI: 10.15276/0pu.2.66.2022.12. (Peectp HaykoBux (haxoBHX BHUAAHb YKpaiHW,
kareropist «b»)

2. Mazurok 1., Leonchyk Y., Grybniak S., Nashyvan O., Masalskyi R.
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https://doi.org/10.15276/aait.05.2022.13. (Peectp HaykoBuX (axoBUX BHUAAHb
VYkpainu, kareropist «b»)

3. Mazurok I., LeonchykY., GrybniakS., VorokhtaA., Nashyvan O. Multi-
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tolerance-based  consensus  protocols.HeraldofAdvancedInformationTechnology.
2023. Vol. 6, Ne 1. P. 39-53. DOI: https://doi.org/10.15276/hait.06.2023.3. (Peectp
HayKOBUX (paxOBHX BHUJIaHb YKpainu, kareropis «b»)

4. Tpubnsx C. C. [IBomapoBa MOJelb MacHITabyeMOTO pO3MOAUIEHOTO
JELEHTpaI30BaHOr0  peectpy. Haykosi npayi BinHuybkoco HayioHAIbLHO20
mexniunoco yHigepcumemy. 2023. Ne 2. C. 120-127. (Peectp HaykoBuX (HhaxoBuX
BUJIaHb Y Kpainu, kateropist «b»)

5.'pubnsk C. C. Po3poOka miatrdopmu AEHEHTPATIZ0BAHOTO PEECTPY 3
MOKpallleHUMH XapakTepuctukamu. [HdopmaTka Ta MaTeMaTH4YHI METOIU B
mogemoBanH1.2023. T.13, Nel-2, C.48-55.DOI: 10.15276/imms.v13.nol1-2.48.
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6. Decentralized platforms: Goals, challenges, and solutions / S. Grybniak, Y.
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ABSTRACT

Grybniak S.S. Models and Methods for Improving Transaction Processing
Efficiency in Distributed Ledgers. — Qualification scientific work in the form of
manuscript.

Thesis for the Degree of Doctor of Philosophy in Computer Science,
Specialization 122 — Computer Science. — Odessa Polytechnic National University,
Ministry of Education and Science of Ukraine, Odesa, 2023.

The introduction shows the relevance and characteristics of Distributed
Ledger Technology (DLT) based on blockchain. This technology is becoming
increasingly popular due to its secure and transparent transactions, as well as its
elimination of intermediaries and central governing authorities. Despite the growing
demand for applications and research efforts in the field of DLT, its widespread
adoption is hindered by the low efficiency of existing solutions. Therefore, enhancing
the efficiency of applied solutions remains a proper scientific and technical challenge,
to which this research is dedicated.The object, subject, tasks, and methods of the
research have been defined. The scientific novelty and practical significance of the
obtained results have been presented. The researcher's contribution has also been
highlighted.

In the first section of the dissertation, an analysis of existing DLT
technologies is conducted, identifying their advantages and disadvantages. It is
demonstrated that well-known systems built on DLT suffer from several significant
drawbacks. A distributed system should have a scalability mechanism to adapt to
changing workloads within wide boundaries. However, the data processing speed in
popular systems like Bitcoin and Ethereum is slow, processing approximately 7 and
15 transactions per second (tps) first one and up to 119 tps the second one,
respectively. These figures are incomparable to traditional centralized systems, which
can handle thousands of transactions per second.

There exist scientific and practical challenges to enhancing the efficiency of

transaction processing in distributed ledgers, which requires combining high



12

transaction processing speeds, system scalability, and sufficient crypto security to
prevent manipulations and attacks. The proposed ways to improve the efficiency of
transaction processing and scalability of the distributed ledger are based on a two-
layer model of the distributed ledger.

In the second section of the dissertation work, ways to improve the efficiency
of transaction processing and scalability of the distributed ledger are investigated.

To accelerate transaction processing with high scalability, a two-layer model

for the system is proposed (Fig. 1).
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Fig. 1. Two-layer model of a distributed ledger

The main network is responsible for block formation and propagation,
implemented using the BlockDAG technology (Layer 1). Operations related to block
verification based on the consensus protocol are delegated to the coordination
network, which operates using traditional consensus technology (Layer 2). According
to the proposed model, all nodes in the system, called Workers, take on two roles —

Block Producers in the main network and Coordinators in the coordination network.
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With this approach, the functions of the network layers are separated. In the main
network, block formation and propagation functions are executed, which require
operations involving long blocks. Building the main network using BlockDAG
technology significantly accelerates the process of pre-processing transactions due to
asynchronous block formation. In the coordination network, operations related to
forming consensus according to the Proof of Stake protocol are performed, which
demand a large number of short message transmissions. Therefore, the operation of
the coordination network is organized according to a traditional blockchain protocol,
which is simpler than BlockDAG.

The first point of scientific novelty is formulated as follows: for the first time
a two-layer model of a distributed ledger has been developed, which combines a main
network built using BlockDAG technology and a coordination network based on
traditional blockchain technology. This allows for an increased transaction processing
speed while significantly scaling the system.

The concept of a “slot skeletal block™ is introduced. A skeletal block is a slot
block with the following properties:

1) It has the highest height,

2) If there are multiple such blocks, the one that references a larger number of
previous blocks is chosen,

3) If there are multiple such blocks, the one with a lower hash value resulting
from the mixing function is selected.

Since each block stores a Merkle tree, the skeletal block in fact stores in a
“compressed” form all the “past” blocks of the same slot. Based on this, a model of
efficient information exchange between the main network and the coordination
network is built, reducing overall information overhead on the system and increasing
transaction processing speed. A methodology for applying BlockDAG network
information exchange with the coordination network is developed, based on the
skeletal block model.

The second point of scientific novelty is formulated as follows: the model of

efficient information exchange between the BlockDAG network and the coordination
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network is further developed based on the concept of a skeletal block. This
development leads to a reduction in the volume of traffic between the BlockDAG
network and the coordination network, thereby decreasing the overall system load
and increasing transaction processing speed.

Based on the two proposed models, a coordinated sequence of operations has
been formulated in the main and coordination networks.

The research was conducted through statistical modeling of the possibilities of
a shortened procedure for probabilistic consensus in a two-layer model. It has been
established that if the initial part of the chain of skeletal blocks is repeated £ times,
and 1f more than half the attesters — participants of the corresponding slots — vote for
these blocks, then this chain becomes a candidate for finalization. It has been shown
that when & = 3, this ordering will not change with a probability of at least 0.9. As a
result, a forecast of possible finalization can be obtained in 3-4=12 seconds, while the
expected time for full consensus is 4 minutes and 16 seconds.

The third point of scientific novelty is formulated as follows: the first was
developed as a method of accelerated PoS consensus in a two-layer model of a
distributed ledger, based on k-fold verification of the initial part of the chain of
skeletal blocks, and voting by more than half of the participants in the corresponding
slots for those blocks. This allows for the time to obtain a decision to be reduced to
just a few seconds, with a probability of at least 0.9.

In the third section of the dissertation, it is shown that in the formation of the
PoS consensus, the composition of committees and coordinator roles (block proposer,
attester, aggregator) is quasi-randomly determined in each epoch slot. Next, the
attester signs the last valid (according to their judgment) block in the aggregator slot,
combining the attestation results with a single signature. However, attacks on both
the formation of committee compositions and the selection of coordinators as
attesters and aggregators cannot be ruled out. Therefore, an important means of
protection against such potential manipulations is the development of a method for
quasi-random shuffling of an arbitrary numerical set, which can effectively guarantee

protection against such manipulations. This chapter is dedicated to investigating the
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possibility of applying the simplest principles of nonlinear discrete dynamic systems
theory, characterized by chaos, in computer cryptography.

Research on the possibility of constructing qualitative mixing functions based
on the superposition of the simplest linear and nonlinear transformations is
investigated. As a linear transformation, the permutation operator is proposed to be
used, and as a nonlinear transformation, the simplest classical g-Tent mapping is
suggested:

2x,x<q/2
2(q—x),x>q/2

Correlation analysis of the constructed mappings, sensitivity analysis, and

J,
mx):z<q/z—|x—q/z|)={ . [0.4] > [0.4] -

analysis of the average cycle lengths of these mappings are conducted. The
possibility of generalizing the algorithms for constructing mixing functions and their
application for protection against manipulations in quasi-random selection is
explored. The expected good diffusion properties of these mixing functions are
confirmed. The investigated mixing function has the following advantages: absence
of collisions; simplicity of the applied mathematical operations; its breaking is only
possible through complete overrun.

A data mixing method using bijective mapping has been developed, which is a
superposition of a linear and the simplest nonlinear mapping g-Tent. This method
enables the process of qualitative mixing during the formation of PoS consensus,
thereby protecting transaction processing in distributed ledgers from possible
manipulations by significantly enhancing crypto security.

The fourth point of scientific novelty is formulated as follows: the data
mixing method using a bijective mapping, which is a superposition of a linear and the
simplest nonlinear g-Tent mapping, receives further development, enabling the
process of qualitative shuffle during the formation of the PoS consensus.

In the fourth section of the dissertation, an experimental decentralized platform
called "Waterfall" has been developed. The developed Waterfall platform inherits the
main principles of Ethereum 2.0 and further expands them. Thanks to the developed

models and methods, the platform increases the following efficiency indicators:
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1. High transaction processing speed with sufficient scalability — Waterfall
achieves scalability through block structures based on a directed acyclic graph
(DAG). This allows multiple blocks to be published simultaneously, forming a DAG
and ensuring the completion of all transactions, as long as the blocks do not conflict
with each other. As a result, Waterfall can handle Visa, MasterCard, and Union Pay
transactions simultaneously on a decentralized level, even during peak hours.
According to recent intermediate laboratory tests, the system was able to process
3600 transactions per second. For comparison, Visa processes approximately 1700
transactions per second.

2. The platform ensures high security against potential manipulations by using
operations of quasi-random selection during the Proof of Stake (PoS) consensus
procedure, achieved through the application of the developed shuffling method.

In addition to the afore-mentioned advantages, the Waterfall platform provides
the following benefits compared to similar technical solutions:

1. Low transaction fees — The architecture is designed to maintain minimal fees
across various scenarios. The protocol dynamically scales with an increasing network
load. As the overall system's performance improves, more blocks are simultaneously
published in the same slot, leading to reduced transaction fees as the system scales.
This reduces the number of operations in the transaction pool, even during peak
hours.

2. Low financial entry barrier — A node with 6 Workers costs approximately
1,920 US dollars.

3. The platform serves built-in tokens — output and servicing tokens (including
NFTs) do not require special smart contracts but are executed through regular
transactions, significantly reducing overhead costs. Additionally, this makes their
usage more accessible to a wide range of users.

4. Dynamic configuration — The platform incorporates mechanisms for
dynamically adapting system parameters based on changing situations, such as the
slot time, optimal number of Workers, and certain other parameters that are

automatically adjusted as needed.
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Thus, the Waterfall platform provides a favorable environment for the
provision and consumption of a wide range of services in business and social
activities through the convenient format of a publicly accessible decentralized ledger.
The platform is designed to support transactions with various tokens, including NFTs,
servicing smart contracts, and developing distributed applications. System testing has
shown that Waterfall can process an average of 2.234 transactions per second at a
high enough level of scalability.

As a result, the capability and correctness of the technical solutions based on
the findings of the dissertation research have been confirmed.

The developed methods and tools in the research have been implemented in the
activities of the Municipal enterprise “Heat supply of the city of Odesa” (Odesa)
They have also been incorporated into the educational process and scientific activities
of the National University "Odessa Polytechnic".

Key Words: distributed systems, databases, distributed ledger technology,
information processing methods, transaction processing, crypto-security, scalability,

blockchain technologies.
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