AHOTAIIA

Xamimoe B. M. Moneni Tta MeTroau NiABUUIEHHS KOH(DIAEHIIAHOCTI Ta
LITICHOCTI OOMIHY 300pakeHHSIMU [JIsi TPYNU JOBIPEHMX KOPUCTYBaylB. —
Kpanigikaiiitna HaykoBa mpartlsi Ha MpaBax PyKOIUCY.

JucepTaliisi Ha 3100yTTS CTyINEHs JoKTopa (ijgocodii 3a cremiaibHicTIO 122
«Komn'torepni naykw» (12 — Indopmauiitni Ttexnoinorii). — HamionanbHui
yHiBepcuteT «Onechbka nojitexHika», MOH Ykpainu, Oneca, 2026.

Y ecmyni oOrpyHTOBaHO aKTyajbHICTh POOOTH, IO MOB’si3aHAa 3 PO3POOKOIO
MOJZIEJIl Ta METOMIB MIJABUIIECHHS KOH(D1ACHIIIMHOCTI Ta IUIICHOCTI OOMIiHY
300paKEHHIMU I TPYNH JTOBIPEHUX KOpUCTyBauiB. BusznaueHo o0'ekT, mpeamer,
METy, 3a7a4l Ta METOAM JTOCIII>)KCHHS;, HaBEJICHO HAyKOBY HOBHM3HY Ta MPAaKTHYHE
3HAUEHHS OTPUMAHUX PE3YJIbTATIB; BHUCBITIEHO OCOOWCTHI BHECOK 3100yBaya,
HaBeJCHO OCHOBHI JaHl MI0J0 ampoodallii podoTw, myOikamii, BiIOMOCTI PO
CTPYKTYPY Ta 3arajbHy XapaKTePUCTUKY JAUCEPTAIIfHOI pOOOTH.

B nepwomy po3oini naucepramiitHoi poOOTH MPOBEACHO aHaNi3 MPOOJIEeMU
IIIBUIICHHS KOH(MIICHIIIHHOCTI Ta IIJIICHOCTI OOMIiHY 300pa)KEHHSIMH JJII TPYITH
JOBIPEHUX KOPUCTYBAUiB.

[Ipoanani3oBaHO OCHOBHI MIJXOAW JO MIJABHILIEHHS KOH(IAEHUIMHOCTI Ta
LITICHOCTI 0OMiHY 300pa)X€HHSIMU ISl TPYIU JOBIPEHUX KOpUCTYBadiB. BusHaueHo,
110 OJIHIEI0 3 MEPCIEKTUBHUX TEM JIOCIIKEHb ISl MIIBUILIEHHS KOH()1IEHIIIHOCTI
Ta IUJTICHOCTI € 3aXUCHE TMEPEeTBOPEHHS 300pak€Hh Ha OCHOBI XAOTHYHMX
BiloOpaxeHb. 3a pe3yibTaTaMU MPOBEICHOr0 aHalizy c)OpMyJIbOBAaHO METy Ta
3aBJIaHHA JOCIIHKEHD.

Y opyeomy poszoini nucepraniitHoi poOOTH PO3POOJEHO METOJA TeHeparllli
TICEBIOBUIIAIKOBUX MOCIIIOBHOCTEM Ha OCHOBI BioOpaxeHHs TeHT.

JInst TOpIBHAHHS SIKOCTI 3aXUCHUX TEPETBOPEHHb 300paXeHb PI3HUMU
METOJJaMi Ha TIJCTaBl BIJOMHX METPHUK SKOCTI Ta MOJXKJIHUBOCTI IPOBOJHUTH

OoOrpyHTOBaHHI BUOIP MOTOKOBUX Ta OJOYHUX MIU(PIB 3aMIPOIIOHOBAHO c(hopMyBaTH



IHTErpaJIbHUNA KPUTEPIH AKOCTI IUPPYBAHHS, IKUI MOETHY€E KOPEISALIIHI, EHTPOIAHI
METPHUKU Ta METPUKY PE3UCTECHTHOCTI.

Chopmynvosano nepwiuti  NYHKM — HAYKOBOI  HOBU3HU:  YJIOCKOHAJIEHO
IHTErpalIbHUNA KPUTEPIN AKOCTI MU(PYBaHHS, SIKUA MOEIHYE PI3HI METPUKU SKOCTI
mupyBaHHs (KOPEJSIiHHI, eHTPOMiHHI Ta METPUKHU PE3UCTEHTHOCTI), TOOYA0BAHMI
METOJIOM 1/J€aIbHOI TOYKH, IO JIO3BOJHUJIO TMPOBOJWTH KOMIUJICKCHE OIliHFOBAaHHS
SKOCTI MU(pyBaHHS Ta MPOBOAUTU OOTPYHTOBAHUM BUOIP MOTOKOBUX Ta OJOYHUX
mudpiB.

VY po3aunl MpOMOHYEThCS HOBa JMHAMIYHA CHUCTEMa, a caMe Yy3arajibHeHe
BiloOpakeHHsT TeHT 3 yHpaBIiHHAM, sIKe CTaOUII3ye MKW 3aJaHoi JOoBXWUHU. Lli
[IMKIIM 3aJ€KaTh BiJl MapaMeTpiB CUCTEMHU Ta TTOYATKOBOT'O 3HAYEHHS; 11l BEJIMUYUHU €
KOPOTKHUM KJTIOUEM JJIs TeHepallii JOBroi MCeBIOBUIIAIKOBOI MTOCIIiIOBHOCTI.

MaremMaTHYHOI0O OCHOBOIO JUIsi TMOOYJOBHM HOBHUX METOJIB T'eHepalrli
IICEBJIOBUIIAIKOBUX KPUIITOCUCTEM € OJHOBHUMIPHE BioOpaskeHHS TEHT 13 J0JIaTKOBO
BBEJICHUM Y II€ BiJOOpaXE€HHS MPEAUKATUBHUM yIIPABIIHHSIM.
3ampornoHOBaHO METOJ| T'eHepallii IICeBJIOBHIIAAKOBHUX IOCIIIOBHOCTEH Ha OCHOBI
BimoOpaxkenHs Tent. [IpoBeneHo aHaii3 OCHOBHUX CTAaTHCTHYHHUX XapaKTEPUCTHUK
pPO3pOOJICHUX TICEBAOBUMAAKOBUX TIOCITITOBHOCTEH MJIA 3aJaHOTO KJIIOYa, SKHM
CBIIYUTh NPO iX MNCEBAOBUMIAJAKOBUN XapakTep, MPO BIACYTHICTb 3aKOHOMIPHOCTEH
MDK OKPEMHUMHU YaCTHHAMH TOCHIJOBHOCTI, 110 JO3BOJISIE PEKOMEHAYBAaTH iX JIs
BUKOPUCTAaHHS B KpuNTOrpadgidHuX MeTomax. llepeBaroro HaBEIEHOTO PIIICHHS €
KOPOTKa JIOBJKMHA KITF0Ya Ta HE3aJSKHICTh aITOPUTMY BiJl 3aCTOCOBYBAHOI armapaTHO-
porpamMHoi miatGopmu.

Ha ocHOBI 3ampornoHOBaHOrO METOAY TeHepallii ICeBIOBUMNAIKOBOI
MOCJIJOBHOCTI PO3p00JICHO HACTYITHUM METO[I u(pyBaHHS 300pakKeHHS.

1. I'enepyerbcsi KopoTkui Kiarou. Kirou 30epiraeTbcsi Ha CTOPOHI, IO Tepesae, 1
nepeaeTbesl Ha MPUHMaIbHy CTOPOHY.
2. 300pakeHHS PO3TISAAETHCS K MAaCUB €JIEMEHTIB, KOXKHOMY 3 SIKMX MPUITUCAHUNA

TpI/IBI/IMlpHI/Iﬁ BCKTOp JACCATKOBHUX YHCCII. CTaHIlapTHI/IMI/I MCTOdaMH I[@CHTKOBi



MOCJI1IOBHOCTI MepeBOAAThCS B OiTOBi. Jlyig mudpyBaHHs 300pakeHHs] HA M1JCTaBl
KOPOTKOTO KJTF04a Tpeba 3reHepyBaTu MICEBAOBUIIAAKOBY JAECSITKOBY TOCTIIOBHICTh Ta
nepeBecTy 1i B OiToBy. [lami moeleMeHTHO CKJIACTU MO MOJYJI0 2 3 eJIeMEHTaMH
TPUBUMIPHOTO BeKTOpy 300pakeHHs. Lle € Bimomuit mudpp Bepnama (abo XOR
cipher).

3. 3ammdpoBaHe 300pakeHHS TMepeAaeTbcsi Ha MNpuiiMalbHy CcTOopoHy. Ha
npuiiManbHIA CTOPOHI Ha MIiJCTaBl KOPOTKOTO KIl0Ya TEHEPYEThCS Taka cama
MICEBJIOBHUIMAKOBA TOCIIIOBHICTh (J€CATKOBA, $Ka TEPEBOIUTHCS B OITOBY) 1
3amudpoBaHe 300paKEHHsI BITHOBIIIOETHCS Takoxk ornepattieto XOR.

[Tokazano, o po3pobieHuil MeTo 1 MHU(ppPyBaHHs 300paKeHb MPAIIOE 3HAYHO
MIBUJIIIE TPAAUIIHHUX METOMIB, IO JYXK€ BaXJIUBO JJII ONEPATUBHOCTI CHCTEM
npodeciitHoro oominy 3ammudpoBaHUMU 300pakeHHSIMU. 1le MOSCHIOEThCS TaKMMH
daktopamu: mo-nepiie, mupp BepHama TpyHTYETbCS HA MPOCTHX MaTEMAaTUYHUX
oreparisix; mo-apyre, y mpboMy mudpi omeparlii po3CiroBaHHS Ta IMEepEeMINTyBaHHS
MOETHAH], TO/1 SIK y CTaHIapTHUX MU(pax BOHU BUKOHYIOTHCS MOCIIIOBHO.

Po3pobnenunii meTon mm@pyBaHHS 300paKeHb 3a THTETPaJIbHUM MMOKA3HUKOM
SAKOCTI Mai)ke HE MOCTYNAEThCS CYy4aCHUM CTaHAApTaM MOTOKOBOTO Ta OJIOKOBOTO
mu(pyBaHHs, 10 JO3BOJIAE HOTO PEKOMEHIyBaTH JIJIsl IIMPOKOTO KOJa 3aBlaHb, SKi
OB’ 513aH1 3 NIABUIICHHAM KOH(I1IEHUIMHOCTI 0OMIHY 300pakKeHHSIMMU.

Chopmynvosano Opyauil nyHKm HAYKOB0I HOBU3HU: 3AMPONOHOBAHO METOJ
mupyBaHHs 300pa’kKeHb Ha OCHOBI XaOTUYHOTO BioOpaxeHHs! TeHT 3 ynpaBIliHHSIM,
II0 JO03BOJIMJIO Ha MIACTaBl KOPOTKOTO Kitoua (HACIHHA) TEHEpPYBAaTH JIOBLY
MICEeBJOBUIIAIKOBY MOCIIJOBHICTD, 1[0 3HAYHO MiJABUIIUIO MIBUJIKOAII0 MIU(PYBaHHS
Ta po3mndpyBaHHs Tpu 30epexeHH] CTIMKOCTI MmudpyBaHHS 32 I1HTErpajbHUM
KPUTEPIEM SIKOCTI.

B mpemwvomy po3oini nucepTaliiitHoi po60TH 3aporoHOBaHa MOJIEINb MO0y 0BU
TMICEB/IOBUIIAJIKOBUX TIOCIIIJIOBHOCTEH HA OCHOBI 3TOPHYTHX YHCEN Kk-TIEPETUHY

nociigoBHocTl D10oHaYYl.



[TokazaHo, 10 cepen PEeKypeHTHUX IIJIOYUCENbHUX MOCIIIOBHOCTEH, SKI
BUKOPHUCTOBYIOTHCS JUIsl aHaJi3y 1H(opMallli Ta miABUIIEHHS 11 KPUNTO3aXHILEHOCTI,
HaNOLIbII MOMYJIAPHOIO € MOCHII0BHICTh P100oHauyl Ta ii y3araJbHEHHsS. Y poOoTI
Ha0yJ10 nojanpiue y3aranbHeHHs yrces didoHauyl, a came, 3alpOINOHOBAH1 3TOPHYTI
yucia k-nepetuny nociaigoBHocTi @idoHayyi. [IpoBeeHo BU3HAYEHHS BJIACTUBOCTEH
OTPUMaHUX TOCIIIOBHOCTEH, 3HAXOJKEHHS HOBUX 3B'SI3KIB MK iX €JIeMEHTaMH.
3anponoHOBaHO MOAAJIBIIMNA PO3BUTOK mMocHigoBHOCTeW Tuny DiOoHauul, SKH
3aCHOBAHUM Ha 3B'A3KY M1XK IMOX1THUMH TTOTiHOMIB UebuIeBa Apyroro poay Ta BlIacHE
nosiHoMaMu YeOwuiieBa, a TakoX Ha 3B'SI3KY 3TOPHYTHX 4YHCEN K-TIEpETUHY
nocigoBHocTi Di0OHAYUl 3 TOXITHUMH MOJiHOMIB Yebuiera apyroro poay 4depes
gucia Jlroka. OTpuMaHo psii TOTOKHOCTEH, 10 MTOB'sI3y0Th ynciaa @16oHaydi Ta yncia
Jlroka. Tlokazano, mo moxiaHi moJjiiHOMIB YeOwuiieBa BUIIOTO MOPSIAKY BUSBHIHCS
edeKTUBHUM 0a3UCOM JIJIsl pO3B’A3KY IEIKUX 3aBJAaHb TEOPIl Uncen, a came, Mooy 10BU
HOBHUX ITIJIOYHMCEIIBHUX ITOCIIIOBHOCTEH. TakuM YMHOM, B Pe3yibTaTi JOCHIIKCHHS
OTPUMAHO CIMEHCTBO y3arajJbHEHHUX MOCTIIOBHOCTEH 31 3pOCTAHHIM BHUIIIOTO MTOPSIIKY
1 CKIaaHIIMMMH KoeillieHTaMu 3B'A3Ky, HK Y BIIOMUX TociigoBHOcTed diboHayyi.
Ile poOuTh oTpuMaH1 y3arajbHEHI MOCIIJOBHOCTI JOPEUYHUMHU JJIsi CTUCHEHHS
PO3PIIKEHUX NaHUX, PO3B’SA3KYy HU3KHU 3aBllaHb y cdepl 3a0e3nedeHHs IUTICHOCTI
iH(popmarii. JloBeneHo, 10 OTpUMaH1 MOCIHIIOBHOCTI € OpPUTIHAJIBHUMU 1 3TITHO 3
MOJAHOI0 3asABOK0 OyJM TMPEJCTaBICHI B OHJIANH-EHUIUKIONEAIl IUIOYUCETbHUX
nociigoBHocted (OEIS) mig nomepamu A395431, A393329, A395902, A396356, o
MIATBEPAXKY€E TOTEHIla]l 3alpolOHOBAHOTO MIAXOAY 10 (GOpPMYBaHHS pI3HUX
MOCJIIIOBHOCTEH, SIKI MOXYTh OyTH BHUKOPUCTaHI JUIsl MiABUIICHHS HaAIMHOCTI
iHpopMaliiiHuX cucTeM. 3anponoHOBaHA METOJMKA JOCIIKEHHS MOCJII0BHOCTI
3TOPHYTUX YHCEN A-TIEpEeTUHY MOCIiIoBHOCTI PDi0OHAy4i, 3aCHOBaHA Ha MPUHITUII
BIJKM/IAHH, sIKa MOKa3aja MOTEHIal 3alpolOHOBAHOTO MIAXO0AY A0 (OpMyBaHHS
PI3HUX TOCIIIOBHOCTEH, 10 MOXKYTh OyTH BUKOPHUCTaH1 JJIs MiABUIIICHHS HAIIHHOCTI

1H(MOpMAIIHHUX CUCTEM.



Chopmynvosano mpemiii nyHKm HAyKo80i HOGU3HU: OTpUMaJla MOAANIbIINAN
PO3BUTOK MOJI€Nb MOOYA0BH NICEBIOBUIIAAKOBUX MOCHIJOBHOCTEH, sIKa 3aCHOBaHA HA
3B'SI3Ky MIDK MOXIJHMMH T[OJIHOMIB YeOuIleBa ApPyroro poay Ta MOJIHOMaMu
YebOurieBa, a TakoX Ha 3B'SI3KYy 3FOPHYTHX YHCENT A-TIEPETUHY  MOCJIJIOBHOCTI
di6oHay4il 3 MOX1THUMH ToJIiHOMIB Yebuiesa npyroro poay depes uucia Jlroka, 1o
J1a710 MOXKJIMBICTh OTPUMATH CIMEHCTBO y3araJlbHEHUX MOCIioBHOCTeW PDiboHayyli,
K1 MOXYTh OyTH BHUKOPHUCTaHI1 IS TIJBUINCHHS DPIBHS 3a0e3MedYeHHs ITICHOCTI
iH(opMalrii ipu i1 00MiHI HEIO y TPYyI JOBIPEHUX KOPUCTYBaYiB.

B uemeepmomy po3oini po3poOJEHO METOJ OINepaTUBHOIO OOMIHY
KOH(D1ICHIIIITHUMU 300paKEHHSIMU JIJI TPYIU JIOBIPEHUX KOPUCTYBAYiB Ta MPOBEICHO
HOT0 TOCTIHKeHHS.

3anponoHOBaHO METOAMKY JOCTIPKEHHS €PEKTUBHOCTI MMPOTOKOJIIB TPYIOBOTO
y3rojikeHHs kiroviB. [lokazano, mo npu (GopmyBaHHI TPyH TOBIPEHUX KOPUCTYBAUiB
3 HEBEJIMKHUM YHCIIOM KOPUCTYBayiB Ta MajiOl0 JTUHAMIKOI HAHOUIbII €()eKTUBHUM €
Mo€THaHHS MPOToKoNy bypMmectepa-Jlecmenra ta eninTU4HOI KpuBoi MOHTroOMepi.

Po3pobrmeno wmetonm 0OMiHY KOH(IACHIIHHUMU 300pPOKEHHSIMH TPYIH
noBipeHux  KopuctyBauiB. KoH(}imeHuiliHicTh  300pakeHb  3abe3medyeTbes
mU(PpPYBAHHAM 13 3aCTOCYBaHHSM IICEBIOBHIIAIKOBUX IOCIIJOBHOCTE Ha OCHOBI
MO (HIKOBAHOTO XaOTUYHOTO BijoOpaxkeHHs Tent. KpiM Toro, po3po0sieHO NpOTOKOI
(GopMyBaHHS Tpynu JAOBIPEHMX KOPUCTYBauiB, SKHM JIO3BOJIEHO JOCTYIl JO
300pakeHb. 30epekeHHsT 300paXeHb 3a0€3Meuy€eThCA IIICTbMa PIBHAMH 3aXHUCTY.
[IpoToKON TPYHTYEThCS Ha 3aCTOCYBaHHI OIeEpaiiii Ha eNNTUYHUX KPUBHUX
MoHnTromepi.

[IpoBeneHo iMmiTaliiiHe MOJIENIIOBaHHs po3po0sieHOro MeToay. MojentoBaHHs
MPOJIEMOHCTPYBAJIO Tpale3daTHICTh METoly B MaciuTabl 4vacy, OJM3bKOMY [0
peanbHOro, Ta MaclTadyBaHHSA HAa OCHOBI MIBUAKOAI0YOT0 npoTokony bypmecrepa-
Jlecmenra.

Chopmynvosano uemeepmuil NyHKmM HAYKOB0I HOBU3HU: PO3POOJICHO METOJ

OoOMIHY 300paXEHHSMU TPYIHU JOBIPEHUX KOPHUCTYBayiB, SKUH BIJIPIZHAETHCS



OaraTopiBHEBUM 3aXHCTOM 3 3aCTOCYBaHHSIM 3aXHMCHOTO TMEPETBOPEHHsS Ha OCHOBI
MOJM(PIKOBAHOT'O XaOTUYHOTO BiJoOpaxeHHs! TeHT Ta MBUAKOA10YOT0 MPOTOKOJY Ha
OCHOBI EIINTUYHUX KPUBUX MOHTIOMEpi, 110 JO3BOJWIO MIJBUIIUTH IIBUIKOIIIO
mupyBaHHs Ta po3M(pyBaHHS MPHU 30€PEKEHHI CTIHKOCTI.

3aranom, pe3yibTaTtd amnpoOaiii CBiI4aThb NOPO MPAKTUYHY NPHUIATHICT
3alpOMOHOBAHUX METO/IIB JI0 BIPOBAKEHHS B CHCTEMH PEaIbHOTO Yacy. BHCHOBKH,
OTpUMaHl Ha OCHOBI €KCIEPUMEHTAJIbHUX BUMIPIOBAHb Ta MOPIBHAHB 13 0a30BUMHU
MiX0MaMH, TIATBEP/KYIOTh JIOLIJIBHICTh I1X BHUKOPHCTaHHS B i1H(opMamiitHux
CUCTEMaX.

Pesynbratu nucepramiiiHoi poOOTH OTpUMAaIM BIPOBAIHKEHHS Y [ISUIBHOCTI
JIEPKABHOTO MINPUEMCTBA YKPATHCHKUI HAYKOBO-JOCTIIHUN 1HCTUTYT MEIUIIUHU
TpaHcropTy MiHicrepcTBa 0XOpoHH 370poB’st Ykpainm» (axr AITYKPHAI MT MO3
VYxpainu Big 02 6epesns 2026 p.), y nissibHOCTI BilicbKOBO-MEIMYHOTO KIIIHIYHOTO IIEHTPY
[liBnennoro periony (moBinka Bimg 05 6epe3nst 2026 p.) Ta 3HANNUIM BiZOOpaKEHHS y
HAaBYAIHLHOMY Ta HAayKOBO-JOCIITHUIILKOMY Tpoiieci HarlioHanibHOTO yHIBEPCUTETY
«OnechbKa MOIITEXHIKa.

Knouosi cnosa: inpopmariiitHi TeXHOJOTI1, TEPETBOPEHHS 300paskeHb, N(PPyBaHHS,
IIPOTOKOJIM TPYNOBOro OOMIHY 1H(OpMALIED,  KPUTEPIA SKOCTI NEPETBOPEHHS
300paXk€Hb, JETEPMIHOBAHMI XaoC, XAOTUYHE BIAOOpakeHHS TeHT, A-nepeThHH

nociaigoBHocTl D10oHAYUI.
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ABSTRACT

Khamitov V. M. Models and methods for increasing the confidentiality and
integrity of image sharing for a group of trusted users . — Qualification scientific work
in the form of a manuscript.

Dissertation for the degree of Doctor of Philosophy in the specialty 122
"Computer Science" (12 - Information Technologies). — Odesa National Polytechnic
University, Ministry of Education and Science of Ukraine, Odessa, 2026 .

The introduction substantiates the relevance of the work, which is related to the
development of a model and methods for increasing the confidentiality and integrity of
image exchange for a group of trusted users . The object, subject, goal, tasks and
methods of the research are determined; the scientific novelty and practical
significance of the results obtained are given; the personal contribution of the applicant
is highlighted, basic data on the approbation of the work, publications, information on
the structure and general characteristics of the dissertation work are given .

The first chapter of the dissertation analyzes the problem of increasing the
confidentiality and integrity of image sharing for a group of trusted users .

The main approaches to increasing the confidentiality and integrity of image exchange

for a group of trusted users are analyzed . It is determined that one of the promising
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research topics in increasing confidentiality and integrity is protective image
transformation based on chaotic mappings .

Based on the results of the analysis, the goal and objectives of the research were
formulated.

In the second chapter of the dissertation, a method for generating pseudorandom
sequences based on the Tent mapping is developed .

To compare the quality of encryption by different methods based on known
quality metrics and the ability to make a reasoned choice of stream and block ciphers,
it is proposed to form an integral quality metric.

The first point of scientific novelty has been formulated: an integrated encryption
quality criterion has been improved, which combines various encryption quality
metrics (correlation, entropy, and resistance metrics), constructed using the ideal point
method, which allowed for a comprehensive assessment of encryption quality and a
reasoned selection of stream and block ciphers.

In this chapter, we propose a new dynamical system, namely a generalized Tenth
mapping with control, which stabilizes cycles of a given length. These cycles depend
on the system parameters and the initial value; these quantities are a short key for
generating a long pseudorandom sequence.

The mathematical basis for constructing new methods for generating
pseudorandom cryptosystems is the one-dimensional Tent mapping with predicative
control additionally introduced into this mapping.

A method for generating pseudorandom sequences based on the Tent mapping
is proposed. An analysis of the main statistical characteristics of the developed
pseudorandom sequences for a given key is carried out, which indicates their
pseudorandom nature, the absence of regularities between individual parts of the
sequence, which allows us to recommend them for use in cryptographic methods.

The advantage of the presented solution is the short key length and the

independence of the algorithm from the hardware and software platform used.
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Based on the proposed method of generating a pseudorandom sequence, the following
image encryption method was developed.

1. A short key is generated. The key is stored on the transmitting side and
transmitted to the receiving side.

2. An image is represented as an array of elements, each assigned a three-
dimensional vector of decimal values. Using standard methods, these decimal
sequences are converted into bit sequences. To encrypt the image using a short key, a
pseudo-random decimal sequence is generated and transformed into bit sequences.
These sequences are then added element-by-element modulo 2 to the components of
the three-dimensional image vector. This method is widely known as the Vernam
cipher (or XOR cipher).

3. The encrypted image is transmitted to the receiving side. On the receiving
side, the exact same pseudo-random sequence is generated based on the short key (the
decimal sequence is converted into a bit sequence), and the encrypted image is
decrypted using the same XOR operation.

It is shown that the developed image encryption method works much faster than
traditional methods, which is very important for the efficiency of professional
encrypted image exchange systems. This is explained by the following factors: first,
the Vernam cipher is based on simple mathematical operations; second, in this cipher,
the scattering and scrambling operations are combined, while in standard ciphers they
are performed sequentially.

The developed method of image encryption using the integral quality indicator
is almost as good as modern standards of stream and block encryption, which allows it
to be recommended for a wide range of tasks related to increasing the confidentiality
of image exchange .

The second point of scientific novelty is formulated: a method of image
encryption based on a chaotic Tent mapping with control is proposed, which allows

generating a long pseudo-random sequence based on a short key (seed), which
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significantly increases the speed of encryption and decryption while maintaining the
stability of encryption according to the integral quality criterion.

In the third chapter of the dissertation, a model for constructing pseudorandom
sequences based on the collapsed numbers of the k - section of the Fibonacci sequence
is proposed.

It is shown that among recurrent integer sequences used for data analysis and
enhancing information cryptographic security, the Fibonacci sequence and its
generalizations are the most popular. This paper further generalizes Fibonacci numbers
by proposing the convolved numbers of the k-section of the Fibonacci sequence. The
properties of the resulting sequences are defined, and new relationships between their
elements are established. A further development of Fibonacci-type sequences is
proposed, based on the connection between the derivatives of Chebyshev polynomials
of the second kind and the Chebyshev polynomials themselves, as well as on the
connection of convolved numbers of the k-section of the Fibonacci sequence with the
derivatives of Chebyshev polynomials of the second kind through Lucas numbers. A
series of identities connecting Fibonacci and Lucas numbers has been obtained. It is
demonstrated that the higher-order derivatives of Chebyshev polynomials prove to be
an efficient basis for solving certain problems in number theory, namely, the
construction of new integer sequences. Thus, the study yields a family of generalized
sequences with higher-order growth and more complex coupling coefficients than
those of the well-known Fibonacci sequences. This makes the obtained generalized
sequences suitable for sparse data compression and for solving a number of problems
in the field of ensuring information integrity. The originality of the resulting sequences
is proven; according to the submitted application, they have been registered in the On-
Line Encyclopedia of Integer Sequences (OEIS) under numbers A395431, A393329,
A395902, A396356, A396457, and A395532, which confirms the potential of the
proposed approach for generating various sequences that can be used to improve the

reliability of information systems.
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The proposed methodology for studying the sequence of convolved numbers of
the k-intersection of the Fibonacci sequence is based on the rejection principle, which
has demonstrated the potential of the proposed approach for forming various sequences
that can be used to enhance the reliability of information systems.

The third point of scientific novelty is formulated: a model for constructing
pseudorandom sequences has been further developed, which is based on the connection
between the derivatives of Chebyshev polynomials of the second kind and Chebyshev
polynomials , as well as on the connection of the collapsed numbers of the k - section
of the Fibonacci sequence with the derivatives of Chebyshev polynomials of the second
kind through Luke numbers, which made it possible to obtain a family of generalized
Fibonacci sequences that can be used to increase the level of ensuring the integrity of
information when it is exchanged in a group of trusted users.

In the fourth chapter, a method for the rapid exchange of confidential images for
a group of trusted users is developed and its research is conducted.

A methodology for studying the effectiveness of group key agreement protocols
is proposed. It is shown that when forming groups of trusted users with a small number
of users and low dynamics, the most effective is the combination of the Burmester-
Desmedt protocol and the Montgomery elliptic curve.

A method for exchanging confidential images of a group of trusted users has

been developed. Image confidentiality is ensured by using encryption using pseudo-
random sequences based on a modified chaotic Tent mapping. In addition, a protocol
for forming a group of trusted users who are allowed access to images has been
developed. Image storage is provided by six levels of protection. The protocol is based
on the application of operations on Montgomery elliptic curves.
Simulation modeling of the developed method was conducted. The modeling
demonstrated the operability of the method on a time scale close to real time and scaling
based on the fast Burmester-Desmedt protocol .

The fourth point of scientific novelty is formulated: a method for exchanging

images of a group of trusted users has been developed, which is characterized by multi-
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level protection using a protective transformation based on a modified chaotic Tent
mapping and a high-speed protocol based on Montgomery elliptic curves, which
allowed increasing the speed of encryption and decryption while maintaining stability.

In general, the results of the testing indicate the practical suitability of the
proposed methods for implementation in real-time systems. The conclusions obtained
on the basis of experimental measurements and comparisons with basic approaches
confirm the feasibility of their use in information systems.
The results of the dissertation work were implemented in the activities of the state
enterprise «Ukrainian Scientific Research Institute of Transport Medicine of the Ministry
of Health of Ukraine» (act of the State Enterprise Ukrainian Scientific Research Institute
of Transport Medicine of the Ministry of Health of Ukraine dated March 2, 2026), in the
activities of the Military Medical Clinical Center of the Southern Region (certificate dated
March 5, 2026) and were reflected in the educational and scientific research process of
the Odesa National Polytechnic University .

Keywords: information technology, protective image transformation, encryption,
group information exchange protocols, image transformation quality criterion |,

deterministic chaos, chaotic mapping Tent , k - section of the Fibonacci sequence.
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